Appeared in Journal of Computer Security4 (4) pp. 331-359 (1996). Page 1 of 33

Conspiracy and Information Flow in the Take-Grant Protection Model

Matt Bishop Department of Computer Science University of California at Davis Davis, CA 95616-8562 ABSTRACT The Take Grant Protection Model is a theoretic model of access control that captures the notion of information �ow throughout the modelled system. This paper analyzes the problem of sharing information in the context of paths along which information can �ow, and presents the number of actors necessary and suf�cient to share information, in this model. The results are applied to information �ow in a network to reduce the size of the set of actors who could have participated in the theft.

1. Introduction

The nature of access control and information �ow are critical to understanding the security of any system. The Take-Grant Protection Model is a formal model of access control which combines the transfer of rights and the transfer of information to present a cohesive picture of transfers throughout a system. It differs from other models such as the access control matrix model by specifying both the sequences of primitive operations making up the body of the commands and the set of tests upon which the execution of those sequences is conditioned.

This model represents systems as graphs to be altered by speci�c operations. Developed to test the limits of the results in [7], the focus of most studies of the Take-Grant Protection Model has been on characterizing conditions necessary and suf�cient for the transfer of rights and information, and on the complexity of testing for those conditions in a representation of a system. For this reason it is in some sense of more �practical� use than other formal systems, in that the security question is decidable and the study of the complexity of conditions allowing compromise is emphasized.

Early work on the Take-Grant Protection Model [9][10] dealt with the transfer of rights assuming all active agents in the system would cooperate. Snyder extended these characterizations to include conditions under which rights could be stolen [14]; Bishop and Snyder introduced the notion of information �ow and formulated necessary and suf�cient conditions for information

Appeared in Journal of Computer Security4 (4) pp. 331-359 (1996). Page 2 of 33 sharing [4], and Bishop extended these characterizations to include conditions under which information could be stolen [2].

This paper extends those results in the direction suggested by [14] to present a notion of �conspirators� in the context of information �ow. We establish precise bounds on the number of actors required for information to be transferred from one vertex to another, and contrast these results with similar results for the transfer of rights.

Applications of the Take-Grant Protection Model to various systems have been explored [3][8][13][16]. This paper also tries to place its theoretical results into an applied context by exploring how these results can be used to analyze the actors moving information around a network. Further applications are of course possible, but using the new results to analyze current models of disclosure and integrity (for example, those described in [1][5][6][11][12][15]) is itself a separate paper; it is beyond the scope of the issues addressed here.

We quickly review the basic de�nitions and relevant results of the Take-Grant Protection Model [2]. Following that, we present bounds on the number of actors needed for information to be shared (or stolen). We then brie�y compare our results to similar ones for theft of rights. To demonstrate the usefulness of the concepts, we examine an application of this model to the Internet. Finally, we suggest areas for future research.

2. Basic De�nitions and Results

The Take-Grant Protection Model represents a system by a �nite, directed protection graph . in which labelled edges represent rights and vertices represent entities. Entities are either subjects (represented by l ) orobjects (represented bym). Vertices which may be either subjects or objects

are represented bỹ . Changes to the protection state of the system are represented by changes to the graph. The rules governing the transfer of rights are calledde jure rules and are as follows: take: Letx,y, andz be three distinct vertices in a protection graphG0, and letx be a subject. Let there be an edge fromx toy labelledg with , an edge fromy toz labelledb, and . Then thetake rule de�nes a new graphG1 by adding an edge to the protection graph from x toz labelleda. Graphically,

t g̨ a b̋

l ~ ~ x y z t b l ~ ~ x y z t b a |—

Appeared in Journal of Computer Security4 (4) pp. 331-359 (1996). Page 3 of 33

The rule is written � x takes ( a toz) fromy.�

grant: Letx,y, andz be three distinct vertices in a protection graphG0, and letx be a subject. Let there be an edge fromx toy labelledg with , an edge fromx toz labelledb, and

. Then thegrant rule de�nes a new graphG1 by adding an edge to the protection graph fromy toz labelleda. Graphically,

The rule is written �x grants (a toz) toy.� create: Letx be any subject in a protection graph G0 and let . Create de�nes a new graph G1 by adding a new vertexy to the graph and an edge fromx toy labelleda. Graphically,

The rule is written �x creates (a to new vertex)y.� remove: Letx andy be any distinct vertices in a protection graphG1 such thatx is a subject. Let there be an explicit edge fromx toy labelledb, and let . Thenremove de�nes a new graphG1 by deleting thea labels fromb. Ifb becomes empty as a result, the edge itself is deleted. Graphically,

The rule is written �x removes (a to)y.� De�nition.Atg-path is a nonempty sequencev0, �, vn of distinct vertices such that for alli, ,vi is connected tovi+1 by an edge (in either direction) with a label containingt org.

De�nition.Vertices aretg-connected if there is a tg-path between them. De�nition.Anisland is a maximal tg-connected subject-only subgraph.

With each tg-path, associate one or more words over the alphabet in the obvious way. If the {t ^fi,t ^‹,g ^fi,g ^‹} path has length 0, then the associated word is the null word n. The notationt* means zero or more occurences of the charactert, so for examplet*g represents the sequenceg,tg, ttg,… .

g g̨ a b̋

l ~ ~ y x z g b a |— _l ~ ~ y x z g b

a R̋

l x l ~ x y a |—

a R̋

x y b l ~ x y l ~ b - a |—

0 i n < £

Appeared in Journal of Computer Security4 (4) pp. 331-359 (1996). Page 4 of 33

De�nition. A vertex v0initially spans to vn if v0 is a subject and there is a tg-path between v0 and vn with associated word in { tfi * gfi}¨ {n}.

De�nition.A vertexv0terminally spans to vn if v0 is a subject and there is a tg-path betweenv0 andvn with associated word in {t ^fi *}.

De�nition. A bridge is a tg-path with endpoints v0 and vn both subjects and the path�s associated word in B = { t fi * , t ‹ *, t fi *g fi t ‹ *, t fi *g ‹ t ‹ *}.

De�nition. The predicate can •share(a,x,y,G0) is true for a set of rightsa and two verticesx and

y if and only if there exist protection graphsG1, �, Gn such thatG0 |—*Gn using onlyde jure rules, and inGn there is an edge fromx toy labelleda. Theorem 1. [10] The predicatecan•share(a,x,y,G0) is true if and only if there is an edge fromx toy inG0 labelleda, or if the following hold simultaneously:

(1.1) there is a vertex with ans-to-y edge labelleda; (1.2) there exists a subject vertexx« such thatx« =x orx« initially spans tox; (1.3) there exists a subject vertexs« such thats« =s ors« terminally spans tos; and (1.4) there exist islandsI1, �, In such thatx« is inI1,s« is inIn, and there is a bridge fromIj toIj+1 (1 £j<n).

De�nition.The predicatecan•steal(a,x,y,G0) is true if and only if there is no edge labelleda from x toy inG0, there exist protection graphsG1, �, Gn such thatG0 |—*Gn using onlyde jure rules, inGn there is an edge fromx toy labelleda, and if there is an edge labelleda froms toq inG0, then no rule in a witness has the form �s grants (a toq) toz� for anyz˛Gj (1 £j< n). Theorem 2. [14] The predicatecan•steal(a,x,y,G0) is true if and only if the following hold simultaneously:

(2.1) there is no edge labelleda fromx toy inG0; (2.2) there exists a subject vertexx« such thatx« =x orx« initially spans tox; (2.3) there is a vertexs with an edge froms toy labelleda inG0; (2.4) can•share(t,x«,s,G0) is true.

Thede facto rules represent paths along which information may �ow. We cannot use explicit edges for this purpose because no change in authority occurs. Hence, we use a dashed line, labelled byr, to represent the path of a potentialde facto transfer (called animplicit edge). Implicit s G _0 ˛

Appeared in Journal of Computer Security4 (4) pp. 331-359 (1996). Page 5 of 33 edges cannot be manipulated by de jure rules, since the de jure rules only affect authorities recorded in the protection system, and implicit edges do not represent such authority.

The following set of de facto rules was introduced in [4] to model transfers of information:

post : Let x,y, and z be three distinct vertices in a protection graph G0 , and let x and z be subjects.

Let there be an edge from x to y labelled a with and an edge fromz toy labelledb,

where . Then thepost rule de�nes a new graphG1 with an implicit edge fromx toz labelledr. Graphically,

The rule is written �z posts tox throughy.� pass: Letx,y, andz be three distinct vertices in a protection graphG0, and lety be a subject. Let there be an edge fromy tox labelleda with and an edge fromy toz labelledb, where . Then thepass rule de�nes a new graphG1 with an implicit edge fromx toz labelledr. Graphically,

The rule is written �y passes fromz tox.� . spy: Letx,y, andz be three distinct vertices in a protection graphG0, and letx andy be subjects.

Let there be an edge fromx toy labelleda with and an edge fromy toz labelledb, where . Then thespy rule de�nes a new graphG1 with an implicit edge fromx toz labelledr. Graphically,

The rule is written �x spies onz usingy.� �nd: Letx,y, andz be three distinct vertices in a protection graphG0, and lety andz be subjects.

Let there be an edge fromy tox labelleda with and an edge fromz toy labelledb, r ą w b̨

l l x y z r w r |— _{l l}

x y z r w ~ ~

w ą r b̨

~ l ~ x y z w r r |— _~ l ~ x y z w r

r ą r b̨

l ~ x z r r r

r. Graphically, l y l ~ x z r r l y |—

w ą

Appeared in Journal of Computer Security4 (4) pp. 331-359 (1996). Page 6 of 33 where . Then the �nd rule de�nes a new graph G1 with an implicit edge from x to z

labelled r. Graphically,

The rule is written � x �nds from z through y.�

Whether these rules capture all ways in which information may leak is an open question;

ultimately, the answer depends on how the system being modelled controls that information �ow.

The above rules appear to capture the most common techniques, and have been used in tthe past,

so for consistency we shall use them here.

De�nition. The predicate can •know(x,y,G0) is true if and only if there exists a sequence of pro-

tection graphsG0, �, Gn such thatGn is derived fromG0 by rule applications, and inGn there is

an edge fromx toy labelledr or an edge fromy tox labelledw, and if the edge is explicit, its source

is a subject.

De�nition.Anrwtg-path is a nonempty sequencev0, �, vn of distinct vertices such that for alli,

,vi is connected tovi+1 by an edge (in either direction) with a label containingt, g,r orw.

With each rwtg-path, associate one or more words over the alphabet {t ^fi,t ^‹,g ^fi,g ^‹ , r ^fi, r ‹ ,w fi ,w ‹ } in the obvious way.

De�nition. A vertex v0rw-initially spans to vn if v0 is a subject and there is an rwtg-path between

v0 and vn with associated word in{ t fi * w fi }¨ {n}.

De�nition.A vertexv0rw-terminally spans to vn if v0 is a subject and there is an rwtg-path between

v0 andvn with associated word in {t ^fi * r ^fi }.

De�nition. A connection is an rwtg-path with v0 and vn both subjects and the path�s associated

word in C = { t fi * r fi ,w ‹ t ‹ *,t fi * r fi ,w ‹ t ‹ *}. The next result [4] characterizes the set of graphs for which can •know is true:

w b̨

~ l x z w w r

r. Graphically, l y ~ l x z w w l y |—

0 i n < £

Appeared in Journal of Computer Security4 (4) pp. 331-359 (1996). Page 7 of 33

Theorem 3 . [4] The predicate can •know(x,y,G0) is true if and only if there exists a sequence of

subjects u1 , �, un inG0 (n‡ 1) such that the following conditions hold:

(3.1) u1 =x oru1 rw-initially spans tox; (3.2) un =y orun rw-terminally spans toy; (3.3) for alli, 1£i <n, there is an rwtg-path betweenui andui+1 with associated word in . Lemma 4. [2] If two subjectsx andyinG0 are connected by a bridge, thencan•know(x,y,G0) and can•know(y,x,G0) are true. Lemma 5. [2] Let a subjectx be connected by a bridge to another subjecty. If eitherx ory does not act, no sequence of graph transformations can add an implicit or explicit edge fromx toy. Lemma 6. [4] If two subjectsx andyinG0 are connected by a connection, thencan•know(x,y,G0) is true. De�nition.The predicatecan•snoop(x,y,G0) is true if and only ifcan•steal(r,x,y,G0) is true or there exists a sequence of graphs and rule applicationsG0 |— _{r1} �|— _r _nG _n for which all of the fol-

lowing conditions hold:

(a) there is no explicit edge from x to y labelled r in G0 ; (b) there is an implicit edge from x to y labelled r in Gn ; and (c) neither y nor any vertex directly connected to y in G0 is an actor in a grant rule or a de facto rule resulting in an (explicit or implicit) read edge with y as its target.

Theorem 7 . [2] For distinct vertices x and y in a protection graph G0 with explicit edges only, the predicate can •snoop(x,y,G0) is true if and only ifcan•steal(r,x,y,G0) is true or all of the follow-

ing conditions hold:

(7.1) there is no edge fromx toy labelledr inG0; (7.2) there is a subject vertexw1 such thatw1 =x orw1 rw-initially spans tox inG0; (7.3) there is a subject vertexwn such thatwn„y, there is no edge labelledr fromwn toy in G0, andwn rw-terminally spans toy inG0; and (7.4) can•know(w1,wn,G0) is true.

B C ¨

Appeared in Journal of Computer Security4 (4) pp. 331-359 (1996). Page 8 of 33

3. Conspiracy in a Single-Path Graph

Given that we can determine whether knowing (that is, the sharing of information) is possible in a Take-Grant graph, how many vertices must cooperate in the sharing? The answer to this question will give us an answer to a more interesting one involving snooping, namely how many actors are necessary to steal information.

Before we tackle these questions in all their generality, let us restrict our attention for the remainder of this section to a speci�c type of graph. Let G be a graph with vertices x,y, with

can •know(x,y,G) true, and containing only those vertices and edges needed to witness this predicate. Thus,G is composed of the vertices and edges of the path along which information is to be propagated or rights transferred. Let the set of (subject and object) vertices V = {zi |x =z0,z1, �, zm ,y =zm +1 } Clearly each edgezizi+1 , where {zi,zi+1 }˝V, is an rwtg-path of length 1; ascan•know(x,y,G) holds, there are subject verticesvi, 0£i£ n£m, in this set. Consider the rwtg-paths between these subjects; by Theorem 3, the words associated with these paths are in , ify is not a subject then there is an rw-terminal span from a subject vn toy, and ifx is not a subject, then there is an rw-initial span fromv0 tox.

The following de�nitions capture the notion of the �reach� of a vertex: De�nition.Aterminal access setT(y) is de�ned as the set containingy and all vertices to whichy terminally or rw-terminally spans. De�nition.Aninitial access setI(y) is de�ned as the set containingy and all vertices to whichy initially or rw-initially spans.

Here,T(y) is the maximal set of vertices from whichy can obtain information, andI(y) is the maximal set of vertices to whichy can pass rights or information. Note that these sets are not necessarily identical, because while a bridge between subjects allows the symmetrical transfer of rights, a connection allows only a one-way transfer of information. This adds signi�cant complexity to the conspiracy problem.

B C ¨

Appeared in Journal of Computer Security4 (4) pp. 331-359 (1996). Page 9 of 33

De�nition. A subject x is an information gate if any one of the following conditions holds:

(i) x = v0 , the only word associated with the edge v0 v1 is ‹ g or ‹ t and there are no other edges incident to x;

(ii) x = vi , there are exactly two edges incident upon x, and the word associated with the path vi -1 vi vi +1 is in the set{ fi‹ t t , fi‹ g g , fi‹ t w , fi‹ g w , fi‹ r t , fi‹ r g }; or (iii) x = vn +1 , the only word associated with the edge vn vn +1 is fi g or fi t , and there are no other edges incident to x.

For an information gate x,T(x) = I(x) = { x }. The idea is that information can be passed into an information gate, or out of an information gate, without the gate taking any action, but in order for information to be passed through a gate (that is, both in and out), the information gate must be active in a rule application. Note that the information gate need not apply the rule; if it does not, it must then be a subject in a de facto rule, because unless the subjects shown in those rules act, information cannot �ow along the implicit edge. This is a subtlety not evident when dealing with conspiracies in graphs using only de jure rule sets, and although the information gate is analogous to a sink in [14], the difference in de�nition is substantial and re�ects the difference between information and rights transfer. De�nition. An access set cover for a protection graph G with foci v1 , �, vn is a family of sets I(v1 ), T(v1 ), �., I(vn ), T(vn ) where for 2 £ i£ n, there exists aj£n such that{vi-1 ,vi }˝I(vj)¨ T(vj).

Clearly, this family is a covering set forG. If the cover minimizes nover all possible access set covers, it is said to be aminimal cover.

Notice that the set of actors needed to implementcan•know generates a cover forG. In fact, Lemma 8. A minimal set of actorsv1, �, vn in a sequence of rule applications producing a witness tocan•know(x,y,G) generates an access set cover forG. Informal Proof:If this lemma is false, there is a set of actors in a witness tocan•know(x,y,G) which does not produce an access set cover forG. Letvk be one vertex not in any element of the access set cover. Then neither information nor rights is transferred throughvk, and hence it can be deleted from the set of actors, showing that set is not minimal. Proof:Letr 1 , �, r m be a set of rules required for a minimal set of actorsv1, �, vn to produce a witness tocan•know(x,y,G). Without loss of generality we may taker 1 , �, r m to be the shortest sequence of rule applications for that particular set of actors. Let the access setsI(v1),T(v1), �., I(vn),T(vn) with fociv1, �, vn be de�ned onG. SupposezˇI(vi) andzˇT(vi) for alli. By The-

Appeared in Journal of Computer Security4 (4) pp. 331-359 (1996). Page 10 of 33 orem 3 and the de�nition of T, no actor can receive information from vi, and by de�nition of I,z cannot pass on information from any other actor; hence zand its incident edges may be deleted without affecting rules r 1 , �, r m . But this violates condition (3.3) of Theorem 3, as the graph is

no longer connected, which in turn means thatcan•know(x,y,G) is false. This contradicts the initial assumption thatcan•know(x,y,G) is true. This proves the claim. n We next make formal our claim that information gates must act for information to be passed along their incident edges. Lemma 9. If vertexvi is an information gate, and in a witness tocan•know(x,y,G) an explicit or implicit edge is constructed between some vertexvk,k < i, and another vertexvl,i <l, then the vertexvi must be an actor. Informal argument:Assume the witness is the shortest witness tocan•know(x,y,G) . The vertexvi cannot be involved in ade jure rule, nor in ade facto rule, and hence can be deleted from the witness and the set of actors. This contradicts the assumption that the witness is the shortest one. Proof:We demonstrate this for the case ofvi�s incident edges being ^fit and ^‹r; the proof for the

other cases is similar. (The Appendix contains some useful witnesses, and proof of inability to supply other witnesses, for these proofs.)

First, by condition (3.3) of Theorem 3, vi must be a subject, for if not, can •know(x,y,G) is

false because the paths through that information gate are neither bridges nor connections. So, assumevi is not an actor, and consider the effects of this on a set of rule applicationsr 1 , �, r m required for a minimal set of actors to produce a witness showing thatcan•know(x,y,G) holds. Without loss of generality we taker 1 , �, r m to be the shortest sequence of rule applications for that particular set of actors.

No rule is of the form �z takes (a toy) fromvi� for anyz inG, sincevi has no edges going from it to any othervj˛V, and by the nature of thede jure rules can never be assigned any. As the numberm of rules applied is minimal, no rules of the form �z takes (t tovi) fromy� or �vi-1 grants (t tovi) toz� for any vertexz inG are ever executed since thet right so assigned could not be used. Hence node jure rule involvesvi.

Now consider thede facto rules. Clearly, only information passing throughvi is relevant; hence, information will never be written intovi and not later read (because then the rule could be deleted, contradicting the minimality ofm), or read before any information is written into it (which makes sense only ifvi =vn+1 , in which case there are two incident edges tovn+1 , and so it is not an

Appeared in Journal of Computer Security4 (4) pp. 331-359 (1996). Page 11 of 33 information gate, contradiction). The post, pass, and �nd rules could not be used as vi has no incident write edges, and the spy rule could not be used because vi would have to act, contradicting assumption. Hence no de facto rule involves vi.

Combining these, if vi is not an actor, it and its incident edges can be deleted from G; but this contradicts the minimality of m. This proves the lemma. n

With these two lemmata we are able to obtain a lower bound on the number of actors needed to share information. Theorem 10. Let 2k be the number of access sets in a minimal cover ofG, and letl be the number of information gates. Thenk+l actors are necessary to produce a witness tocan•know.

Informal argument:The focus of each (initial and terminal) access set can obtain (or pass on) information or rights to those vertices in that access set. The information gates must act to pass information along. Hence the number of actors needed is the sum of the number of access set foci and the number of information gates. Proof:Letr 1 , �, r m be a set of rules required for a minimal set of actorsv1, �, vn to produce a witness tocan•know. Without loss of generality we taker 1 , �, r m to be the shortest sequence of rule applications for that particular set of actors. Let the access setsI(v1),T(v1), �., I(vn),T(vn) with fociv1, �, vn be de�ned onG. By Lemma 8,I(v1),T(v1), �., I(vn),T(vn) at least coverG. Without loss of generality, take the verticesv1, �, vl to be the information gates. By Lemma 9, every one of these must be an actor. Then each ofI(v1),T(v1), �., I(vl),T(vl) is a singleton set, and its focus is a member of its adjacent access sets. Thus the other access setsI(vl+1 ),T(vl+1 ),�., I(vl+k ),T(vl+k ) (where k +l =n) constitute an access set cover forG, and their foci must also be actors.This proves the theorem. n

To derive an upper bound we shall �nd two more results useful: Lemma 11. LetI(v1),T(v1), �.,I(vn),T(vn) be a minimal set access cover forG0 ordered by increasing indices ofv (that is, along the path fromx toy). Ifcan•know(vi+1 ,y,G) is true, then for

some indexm there exists a graphGm such thatcan•know(vi,y,G) is true and all rules in the derivation sequenceG0 |—*Gm are initiated byvi,vi+1 , and perhapsz =T(vi)˙I(vi+1 ). Proof:Recall that we are assuming throughout this section thatcan•know(x,y,G) is true. Consider the spans toz fromvi andvi+1 . By the series of witnesses presented in the Appendix, in all cases the vertices acting in the rule applications witnessingcan•know(x,y,G) arevi,vi+1 , and occasionallyz. n

Appeared in Journal of Computer Security4 (4) pp. 331-359 (1996). Page 12 of 33

Corollary 12 . For adjacent access sets, information can be transferred from vi to vi+1 with no other

actors unless there are consecutive edges with their only associated word in the set { fi‹ t t , fi‹ gg , fi‹ t w , fi‹ g w , fi‹ r t , fi‹ r g }; in this case additional actions performed by z = T(vi )˙I(vi+1 ) are

suf�cient.

Proof:By inspection of the witnesses to the preceding lemma. n

We can now use these two results to obtain an upper bound on the number of vertices which must act to share information: Theorem 13. Letv1, �, vk be foci of an access set cover ofG and letG havel information gates. Thenk+lactors suf�ce to generate an (implicit or explicit) read edge fromx toy inG. Informal argument:Forv1 to pass information tox, andvk to obtain information fromy, bothv1 andvk must act;x andy will need to act also if they are information gates. Each focus will need to act to pass information along, as will information gates. Summing these numbers gives the desired result. Proof:LetI(v1),T(v1), �.,I(vk),T(vk) be a minimal set access cover forG0 with verticesx˛ I(v1)

andy˛T(vk). Consider �rsty andvk. Three cases arise:

• vk =y. Thencan•know(vk,y,G) is trivially true. • vk terminally spans toy. By condition (3.3) of Theorem 3, this meansy is a subject, so apply Lemma 4 to get the desired result. Note thaty is an information gate in this case. • vk rw-terminally spans toy. Apply the take rule repeatedly to get an explicit edge; this gives the desired result. In all cases wherecan•know(vk,y,G) is true, the only actors are the focus ofT(vk) and, pos-

sibly, the vertexy; in addition,y acts only if it is an information gate. Applying Corollary 12 inductively, we have that whenevercan•know(vi,y,G) is true fori = 1, �, k, the only actors are the foci of the relevant access sets and the information gates. So, we now consider how information is transferred fromv1 tox. Again, three cases arise:

• v1 =x. We are done. • v1 initially spans to x. By condition (3.3) of Theorem 3, this meansx is a subject, so apply Lemma 4 to get the desired result. Again,x is an information gate in this case. • v1 rw-initially spans tox. Apply the take rule repeatedly to get an explicit write edge; thenv1 applies the post rule to obtain the desired result.

Appeared in Journal of Computer Security4 (4) pp. 331-359 (1996). Page 13 of 33

Again, notice the only actors are the foci of the access sets and (where present) the information gates. This proves the claim. n

As one would expect, these bounds are similar to the ones on the number of conspirators necessary and suf�cient to steal rights. The difference lies in the de�nitions of �access set� and �information gate;� these include at least as many vertices in thecan•snoop case as in the can•steal

case. However, given a speci�c protection graph, computing the numbersk andl is of complexity comparable to the complexity of computing them in thecan•steal case, since only a small number of new conditions in the de�nitions of �access set� and �information gate� must be tested.

At this point, let us take stock of what we have done by working a simple example. Consider the protection graph G in Figure 1.. Takingu1 =p,u2 =x,u3 =z, andu4 =s, we see that the predicatecan•know(p, q,G) is true by Theorem 3. (Incidentally, so iscan•snoop(p, q,G); in the conditions to Theorem 7, takex =x« =p,y« =z, andy =q.) The graph is a single path graph of the variety we have been discussing, since information �ows fromp toq along the (sole) path between them. The following witness tocan•know(p, q,G) demonstrates this:

(1) z takes (r toq) froms. (2) x grants (r toy) top. (3) p andz use the post rule throughy to add an implicit edge fromp toz. (4) p andz use the spy rule to obtain an implicitr edge fromp toqthroughz. In this graph, the only information gate isp (by condition (i) of the de�nition of information gate). The access sets of the four subjects are:

I(p) = { p } T(p) = {p } I(z) = {y,z} T(z) = {q,s,z} I(x) = { p, x } T(x) = {x,y } I(s) = {s } T(s) = {q,s } It is clear that these four access sets form a cover forG; it is equally clear that the setsI(x), T(x),I(z), andT(z) form a minimal access set cover forG. Applying Theorem 10,k = 2 andl = 1,

l

l m l l p s q

x y z g t r r

w Figure 1. Sample Take-Grant protection graph demonstrating conspiracy in a single path graph.

m

Appeared in Journal of Computer Security4 (4) pp. 331-359 (1996). Page 14 of 33 so a minimum of 3 actors are necessary for information to �ow from p to q; similarly, by Theorem 13, 3 actors are suf�cient. This agrees exactly with the witness presented above, which in fact used a minimal number of actors ( p,x, and z).

4. Conspiracy in a General Graph

In the previous section, we restricted our attention to graphs in which can •know is true, and

the only edges in the graph were those along which either rights or information were transferred. We shall now ease the latter restriction, and consider any valid Take-Grant protection graph in which the predicatecan•know is true. Our goal is to derive a bound on the number of actors needed to produce a witness tocan•know. We shall take the approach suggested by [14], again with suitable modi�cations.

In order to do this, we shall develop an analogue to the protection graph called anacting graph. Basically, this graph will consist of vertices corresponding to access sets in the original graph with edges corresponding to paths along which the focus of each access set can pass information by acting alone (that is, no other subject will have to act in a rule application to help the �rst transmit the information). In other words, this graph connects all actors with other subjects to which they can pass, or from which they can receive, information.

Given a protection graphG with subject verticesv1, �, vn, we need to generate an acting graphG« with verticesu1 , �, un . Eachui has associated with it the access setsI(vi) andT(vi). Consider now under what circumstances information can be passed from a member of one access set to a member of another.

Lety be a vertex in an access set with focusx. There are �ve reasonsy may be in that set:

• y =x; • x initially spans toy; • x terminally spans toy; • x rw-initially spans toy; or • x rw-terminally spans toy. De�ne the setD(x,x«) to be all vertices inI(x)˙ T(x«)except those verticesy which are

information gates and the only reasony is in bothI(x) andT(x«) is that the words associated with the pathsxy andx«y are those that makey an information gate. This means the setD includes only those vertices to which the foci can pass information (or from which they can receive information) with the foci being the only actors.

Appeared in Journal of Computer Security4 (4) pp. 331-359 (1996). Page 15 of 33

To complete the construction of the acting graph G«, we add a directed edge between ui and uj when D(vi,vj)„˘ . (This corresponds to a bridge or connection existing betweenvi andvj inG.)

We also de�ne two special sets; let Ix = {ui |vi =x orvi rw-initially spans tox } and Ty = {ui |vi =y orvi rw-terminally spans to y} Since we intend to use the acting graph to derive a bound, we must �rst show that it accurately preserves the notion of sharing information. Theorem 14. can•know(x, y,G) is true if and only if there is a path from some vertexua˛Ix to some vertexub˛Ty. Proof:(� ) Letvi be the vertex inG corresponding to the vertexui inG« (fori = 1, �,n). We must

consider two cases involving any vertexz in the de�nition ofD above.

First, we restrictz to being an object inT(vi)˙ I(vj). Note that the subjects inG correspond to vertices inG«, and the edges between the vertices inG« correspond to words in inG, along which information �ows fromvi tovj. So, applying Theorem 3, ascan•know(x, y,G) is true, someua˛Ix is connected to someub˛Ty.

Next, assumez is a subject inT(vi)˙ I(vj). Letz be associated withua . Asz is a focus (since it is an information gate, and therefore the focus of an access set), it clearly has reason to be inI(z) andT(z); so {z}˝D(vi, z) and {z}˝D(z, vj). Hence, by construction ofG«, there are paths between ui andua , andua anduj, so there is still a path betweenui anduj (going throughua ). Henceui and uj are connected.

(� ) Assume there is a path fromua toub withua =u«1, �, u«n =ub. By construction,ui+1 can pass information toui, so by inductionua can receive information fromub. Also, asub˛Ty,ub can

obtain information fromy, and asua˛Ix ,ua can pass information tox. This means that can•know(x, y,G) is true. n

We may now state and prove the desired result. Theorem 15. Letn be the number of vertices on the shortest path from an elementua˛Ix to an

elementub˛Ty in an acting graphG«. Thenn actors are both necessary and suf�cient to produce a witness tocan•know(x, y,G).

B C ¨

Appeared in Journal of Computer Security4 (4) pp. 331-359 (1996). Page 16 of 33

Proof: (Necessity ) Let ua = u«1 , �, u«n = ub be vertices along a shortest path from ua to ub , and let v«i be the vertex in G corresponding to the vertex u«i in G« (for i = 1, �, n). If there exist only rwtgpaths in G from v«i to v«i+1 (1 £i <n), thev«i are foci of an access set cover for the path. By con-

struction ofG« there are no information gates and ifua is not associated withx, then the subject associated withua rw-initially or initially spans tox. A similar argument holds forub andy. By Theorem 10,n actors are necessary.

Now suppose there is an (induced) path inG« that is not inG. Even though redundant rule applications may occur, clearly duplicated vertices along a span affect the claim only if they reduce the number of required actors. We show this is not possible by contradiction. Suppose that actors u«1, �, u«i-1 , u«i+1 , �, u«n could produce a witness. Then there is a vertexz˛T(vi-1 )˙ I(vi+1 ). As theu«i are on the shortest path, there is no path betweenu«i-1 and u«i+1 , soz is neitherv«i-1 nor v«i+1 , and furtherzˇD(vi-1 ,vi+1 ). Hence ifz is an object, there is no word in between the verticesvi-1 andvi+1 , socan•know is false by Theorem 3, whenceu«1, �, u«i-1 , u«i+1 , �, u«n cannot produce a witness. On the other hand, ifz is a subject, it must be an information gate, in which case it must be an actor. In either case, the verticesu«1, �, u«i-1 , u«i+1 , �, u«n cannot produce a witness without another vertex being added. (Suf�ciency) First, asx andy are distinct, and all thev«i corresponding to theu«i on the shortest path distinct, all spans between these vertices allow the appropriate sequence of rule applications exhibited in the Appendix to be applied, provided the foci of the access sets differ from their common elements. By inspecting the sequences, whenever a focus and a common element do coincide the rule whose application is prevented either provides a right already possessed, a right used in the subsequent rule application to acquire a right already possessed, or an implicit edge where one already exists. In these cases the rule application is unnecessary. Noting this, we need only induct on the spans corresponding to the edge of the shortest path using Lemma 11 to obtain the result. n In this section and the previous section, we very deliberately de�ned terms to capture the ability of a single node to pass information, or to prevent it from being passed; we then abstracted the instantiation of these terms to an acting graph. This is a generalization of Snyder�sconspiracy graph, the derivation of which is similar but does not re�ect information �ows [14].

Let us apply these results to a simple protection graph. In Figure 2a,there are no information gates, and the access sets of the subjects are:

B C ¨

Appeared in Journal of Computer Security4 (4) pp. 331-359 (1996). Page 17 of 33

I(p) = { p } T(p) = { p,a } I(e) = { d,e,j } T(e) = { e,q} I(b) = { a,b} T(b) = { b } I(h) = { f,h } T(h) = { h,i} I(c) = { b,c} T(c) = { c,d } I(f) = { f} T(f) = { f,s} I(d) = { d} T(d) = { d } I(s) = { s} T(s) = { s} From these, we can construct D(x,y) for each pair of subjectsx andy; the nonempty ones are:

D(p,b) = {a } D(d,e) = {d } D(b,c) = {b } D(h,f) = {f } D(c,d) = {d } D(f,s) = {s } D(c,e) = {d } The resulting acting graph is shown in Figure 2b. By Theorem 3,can•know(p, q,G) is true

(taken = 5,x =u1 =p,u2 =b,u3 =c,u4 =d, andu5 =e). Also, inG«,e˛Tq andp˛Ip , so some element ofIp is connected to some element ofTq . This illustrates Theorem 14.

The following sequence of rule applications is a witness tocan•know(p, q,G): (1) e andc use the post rule throughd to add an implicit read edge fromctoe; (2) c uses the pass rule to add an implicit read edge fromb toe; (3) b andp use the post rule througha to add an implicit read edge fromp tob; (4) p andb use the spy rule to add an implicit read edge fromp toe; (5) p ande use the spy rule to add an implicit read edge fromp toq.

Figure 2b. The associated acting graph. For simplicity vertices are named as in the regular graph.

l

l l l l l l l m

m m m p a b c d e q j i h f s r w w w w w w r r r r

Figure 2a. A sample Take-Grant protection graph to demonstrate conspiracy in a general graph. l

l l l l l l l p b c d e h f s

Appeared in Journal of Computer Security4 (4) pp. 331-359 (1996). Page 18 of 33

Four vertices ( b,c,e, and p) act in this witness, and indeed the shortest path in G« between p and e contains four vertices. This illustrates Theorem 15.

Consider now s and q. According to Theorem 14, as they are not connected in G«,

can •know(s, q,G) should be false. As there is no rwtg-path fromh toe with associated word in , condition (3.3) of Theorem 3 fails, socan•know(s, q,G) is indeed false. Finally, let us consider just the top part of this graph (fromp toq), which is a single-path graph of the sort discussed in the previous section. There are no information gates, and the access sets with focip,b,c, ande provide a complete cover for the subgraph. Hence by Theorem 10 and Theorem 13, four actors are necessary and suf�cient to witnesscan•know(p, q,G), and our witness con�rms this.

5. Comparison with Results for Theft of Rights

The similarity of the de�nitions ofcan•steal andcan•snoop lead to the question of the relationship of thesede jure andde facto results with the analogousde jure results in [14]; speci�- cally, how different are the de�nitions, theorems and proofs, and how much more (or less) complex is it to determine bounds on the number of actors needed to steal information as opposed to steal rights?

The fundamental difference in the results presented here is the addition of extra conditions presenting more ways in which conspiracy can occur; for example, thede jure analogue toaccess set requires only that the focus initially or terminally span to every vertex in the set whereas here, we add those vertices to which the focus also rw-initially or rw-terminally spans. Most of the definitions in this work follow directly from their analogues; however, the changes add complexity to both the statements of the theorems and to the proofs. For example, the key theorem in [14] (Theorem 2 in this paper), which states necessary and suf�cient conditions for rights to be stolen, requires checking for only three (simple) conditions; the analogue of that theorem for information transfer, Theorem 7, requires four (more complex) conditions to hold. The key construct in [14], the conspiracy graph, connects foci of access sets with edges showing paths along which rights can be transferred; the acting graph augments this to include a path along which information can be transferred as well.

The key difference in the conspiracy results lies in the acting graph. As rights can be transferred in either direction along a bridge, a conspiracy graph has undirected edges, because the vertices at the end of the path can share rights with one another. However, over a connection,

B C ¨

Appeared in Journal of Computer Security4 (4) pp. 331-359 (1996). Page 19 of 33 information can be transferred in one direction only; hence an acting graph has directed edges to represent the direction along which the information can �ow. Note that if the connection between two vertices in a protection graph is a bridge, the corresponding edge in the acting graph will be bidirectional, to represent that information can be transferred in either direction over a bridge.

Consider a Take-Grant protection graph G in which the predicates can •steal(r,x,y,G) and

can•snoop(x, y,G) are true. LetAR(y) be the set of nodes containingy and those nodes to whichy initially or terminally spans, and let atg-sink be a vertex with exactly two incident edges, both incoming and both labelledt or both labelledg. In [14], Snyder shows that aconspiracy graph can be constructed in a manner similar to the construction of an acting graph in section 4. Note that AR(y)˝I(y) ¨ T(y), and that atg-sink is also an information gate. Hence, the conspiracy graph associated withG will be a (possibly improper) subgraph of the graph produced by replacing edges in the acting graph ofG with undirected edges. So, in no case will stealing information require more conspirators than stealing rights; and if the acting graph contains a shorter path between the vertices associated withx andy than does the conspiracy graph, stealing information will require fewer conspirators.

6. Applications

We can apply our results to a realistic situation by considering the �ow of information throughout a small local area network using the TCP/IP protocol suite. We focus on the use of the File Transfer Protocol, orftp. We state the problem quite simply: a computer (subject)p has a �le x containing private information. A copy of it is found on computery. Our question is whether the �le could have been transferred using a series offtp connections, and if so, how many conspirators were necessary and suf�cient?

First, we make several simplifying assumptions: 1. Allftp connections and accesses are anonymous. (This ability is a feature of the standard protocol.) Were this assumption not made, we would need to track user identities and authorities; while this is straightforward, it adds complexity which detracts from the issue under study, which is the abstraction of the network into a Take-Grant style model.

2. The network is not fully connected; again, this models real local area networks, on which many hosts choose not to provideftp connections.

Appeared in Journal of Computer Security4 (4) pp. 331-359 (1996). Page 20 of 33

3. Only hosts directly connected to the network are involved. We will relax this assumption with the introduction of proxy servers later.

6.1. Basic Abstraction

The ftp protocol requires that objects be placed in a central area; anonymous accesses using that protocol give the remote user the ability to read (and hence download) those objects. Further, even though access may be granted, the grantor has the power to turn off all access at any time. This means all transfers of information are to be along implicit edges, which dictates the following abstract representation:

1. All hosts are represented as subject vertices, and all �les as object vertices; 2. Permission for an entity on host x to retrieve �les from host y via anonymous ftp is represented by an explicit edge labelled r (read) from x to y.

3. Accessibility of a �le f on host x to anonymous ftp is represented by an explicit read edge from x to f.

This means that the ability to transfer �le f from host x to y will be represented by an implicit edge from y to f. As in other de facto situations, this does not mean that the transfer must take place or has taken lace; it merely indicates a path along which the transfer could, or could have, taken place. Hence our interest.

6.2. Basic Examples

Consider �rst a situation in which there are four sites offering anonymous ftp for reading only (no writing): p,q,s, and v. The �le f contains proprietary data and resides on p. The hosts p, q, and sare fully connected, but vcan only access s. In the course of a police investigation into industrial espionage, a copy of �le f is found on host v. The question is, which hosts could have conspired to put it there?

The abstraction of this situation is in Figure 3a. We wish to know the sets of conspirators who may have copied f. So, we apply the technique of the earlier section.

The access sets for the subjects involved are: I(p) = { p } T(p) = { p,q,s } I(s) = { s } T(s) = { p,q,s } I(q) = { q } T(q) = { p,q,s } I(v) = { v} T(v) = { s,v}

Appeared in Journal of Computer Security4 (4) pp. 331-359 (1996). Page 21 of 33

From this, we construct the sets D(a,b) for each pair of verticesa andb:

D(p,q) = {p } D(p, s) = {p } D(p,v) =˘ D(q,p) = {q} D(q, s) = {q} D(q,v) =˘ D(s,p) = {s} D(s, q) = {s} D(s,v) =˘ D(v,p) =˘ D (v, q) =˘ D (v,s) =˘ The acting graph is shown in Figure 3b. We note thatIf = {p } andTf� = {v}. By Theorem 15, the minimum number of actors necessary and suf�cient to move the information fromp tovis 3. Noting also that the acting graph captures the paths along which the information is transferred, this means thatp,s, andvare the conspirators for the witness to this transfer.

6.3. General Example

We now present a more sophisticated example, in which many connections are one-way, and examine how many conspirators are needed to move information. Consider the situation in Figure 4a. Note that here rights for anonymousftp are constrained; some uploading (wrights) as well as downloading (r rights) is allowed, and not all the vertices are directly connected. As before,x is the �le the contents of which is secret, but during an investigation, two copiesx� andx� have been found on competitors� hosts. The problem is to �nd a lower bound on the number of hosts involved in the transfer.

Figure 3b. The corresponding acting graph. For simplicity, vertices are named as in the regular graph.

l l

l l m

m r r r r r r r r r f p q

s v f�

Figure 3a. The graphical representation of the network con�guration. Here,f� is the illegitimate copy of the �lef.

l l

l l p q

s v

Appeared in Journal of Computer Security4 (4) pp. 331-359 (1996). Page 22 of 33

As before, we build our access sets: I(p) = { p } T(p) = { x} I(z) = { z,y} T(z) = { z,v,x� } I(q) = { q,y} T(q) = { p,q,v,y } I(v) = { v} T(v) = { p,v} I(s) = { s} T(s) = { q,s,x�} I(y) = { s,y} T(y) = { s,y} From this, we construct the sets D(a,b) for each pair of verticesa andb. The non-empty sets are:

D(p,q) = {p } D(p,v) = {p } D(q,s) = {q } D(q,y) = {y } D(s,y) = {s } D(z,q) = {y } D(z,y) = {y } D(v,q) = {v } D(v,z) = {v } D(y,q) = {y } D(y,s) = {s} The acting graph is shown in Figure 3b.

Consider the information �ow fromx tox�. In this case,Ix = {p } andTx� = {z}. The path betweenp andz has three vertices (p,v, andz) in Figure 3b. So, by Theorem 15, the minimum number of actors necessary and suf�cient to move the information fromx tox�is 3 (withp,v, and u being the three actors)

Next, let us look at the information �ow fromx tox�. Here,Ix = {p } andTx� = {s }. As before, the path betweenp andshas three vertices (p,q, ands) in Figure 3b. So the minimum num-

l l l

l l l m m

m p

x q s x� y x� z v r r r r r rw w r

r rw r

Figure 4a. The graphical representation of the network con�guration. Here,x�andx�are the illegitimate copies of the �lex. l l l l l l p q s y z v Figure 4b. The corresponding acting graph. For simplicity, vertices are named as in the regular graph.

Appeared in Journal of Computer Security4 (4) pp. 331-359 (1996). Page 23 of 33 ber of actors necessary and suf�cient to move information from x to x�is also 3 (with p,q, and s being the actors).

Note that this does not mean that the particular actors must have been involved in the transfer of information; it simply means that they could have been. Speci�cally, information may have been transferred along any directed path in the acting graph. In this particular example, the two enumerated paths were the shortest, but longer paths may have been used. Information can �ow from x to x� along the path pvqys ; if this had occurred, 5 actors would be involved.

6.4. Proxies

Aproxy is a system through which all requests for ftp access is �ltered; such programs are most often found on �rewalls. They act as though the �les were stored on the �rewall, passing commands on to the real ftp server. The remote host never sees the host behind the proxy.

An example con�guration is in Figure 5a. Here, vertex c is the proxy, and it has authority to access any �le set up for retrieval in the local area network (here, composed of hosts represented by vertices d and e). As this authority depends only on the existence of the target �le, and not on d or e passing the information to the proxy, the rights of c over d and e are represented by take edges. (An alternate situation is where d or e would need to co-operate with c to make the �le available to hosts outside the local area network. In this case, the edges between c and d and c and e would be read edges. We use the take form to illustrate a situation involving de jure and de facto rules.)

As before, we build our access sets: I(a) = { a } T(a) = { a,c} I(d) = { d } T(d) = { d,f} I(b) = { b } T(b) = { b } I(e) = { e} T(e) = { e,g} I(c) = { c,b } T(c) = { c} From this, we construct the sets D(a,b) for each pair of verticesa andb. The non-empty sets are:

D(c,a) = {c} D(c,b) = {b} The acting graph is shown in Figure 3b. The relationships between the objects and subjects is summarized byTf = {d,c },Tg = {e,c},Ih = {a }, andIh� = {c }. Now consider two cases. Ifh� is a copy off, we note thatc is in bothTf andIh� . Hence there is a single vertex on the path between an element ofTf and an element ofIh� , and there are no information gates. So by Theorem

Appeared in Journal of Computer Security4 (4) pp. 331-359 (1996). Page 24 of 33

15, the minimum number of actors necessary is 1, and the following witness to can •know(h�, f,G)

substantiates this result:

(1) c takes (r tof) fromd; (2) c uses the pass rule to add an implicit read edge fromh�tof. Similarly, ifh is a copy off, the shortest path between an element inTf and an element in Ih contains 2 vertices (a andc). So we need at least two actors to witnesscan•know(h, f,G). A witness to this is:

(1) c takes (r tof) fromd; (2) a andc use the spy rule to add an implicit read edge froma tof (2) a uses the pass rule to add an implicit read edge fromhtof. Clearly,a andc must act. Note that this is clear by inspection of the graph. Since there is only an incoming write edge toh, only the �nd or post rule can add an outgoing implicit read edge. As the write edge comes froma, and asa has no incident take or grant edges,a must act in a �nd or post rule. Asa has no incident take or grant edges, no explicit edges can be added toa by another vertex. Further, asa has no read edges tof, by inspection of thede jure andde facto rules, at least one other vertex must be an actor to provide an implicit read edge froma tof. Hence at least two vertices must be involved. By Theorem 15, 2 vertices are also suf�cient.

l l m

b e r r l

m l l a c d f

g r

w t t

Figure 5a. Anftp proxy server guarding access to �les on a local network. Here,d ande are on the local area network guarded by proxyc, anda andb are on other networks connected to the local area network. Note thatb has writing enabled for anonymousftp (the write edge fromc toh�).

l l b e l

l la c d

Figure 5b. The corresponding acting graph. For simplicity, vertices are named as in the regular graph.

m h w

m h� r w

Appeared in Journal of Computer Security4 (4) pp. 331-359 (1996). Page 25 of 33

7. Conclusion

This paper has explored several aspects of information transfer in the Take-Grant protection model. Building on the notion of information transfer, the information �ow conspiracy results not only put a bound on the number of vertices necessary and suf�cient to transfer information but also provide a better understanding about how information can �ow about a system. Further, we saw that these results can be applied to a model of network services in which paths of transfer of information can be identi�ed. From this, those subjects which could not be involved in the transfer can be identi�ed.

This suggests a very interesting question: can those subjects which must be involved in a transfer of information be identi�ed? The intuitive answer (those vertices which lie on all paths between the relevant vertices in the acting graph) does not account for edges deleted after the transfer but before the analysis. This observation is critical.

One of the problems in the application of a theoretic analysis to a practical situation is the issue of correct abstraction: does the abstract model properly capture the relevant characteristics of the system being modelled? If so, the model is a valuable tool for analyzing the real situation. If not, it may or may not be a valuable tool, but can do no more than suggest possibilities instead of provide certainties. The examples in section 7 provide an excellent illustration of this point.

If the network which is modelled in the examples in Section 6 does not have the ability to delete edges and rights, then the information transfers require that the paths in the acting graphs be used. But networks do allow systems and users to delete rights; hence, if the information has been transferred, it is possible that one or more segments of the path along which the transfer occurred was deleted in order to hide the conspirators. In that case, another path not in the acting graph might have been used. In other words, the model captures the current system state; if the transfer occurred in a prior (different) state, no conclusions can be drawn from the newer, modi�ed state. Inferences may be made, and used as starting points for other types of analyses, however; and if the prior state can be reconstructed (perhaps because inferences can be made from the structure of the existing protection graph and, if available, knowledge of the way the system has evolved in general), one could then draw conclusions about the conspirators.

This suggests two avenues of research. The �rst is to determine the effect of deletions upon the set of possible witnesses to a theft. Perhaps a structure with certain (unknown) characteristics implies that some set of subjects could not have acted in witnesses to thefts, even when delete rule

Appeared in Journal of Computer Security4 (4) pp. 331-359 (1996). Page 26 of 33 can be used. Secondly, could the above results be used to design systems in which the sets of actors necessary for a theft are so large that such a conspiracy is unrealistic? Acknowledgments : Thanks to Larry Snyder, who first interested me in the Take Grant Protection Model and whose work on it has been the basis for many of the results presented here. Thanks also to Virgil Gligor, who first suggested applying this model to networks, and to Becky Bace and Kevin Ziese, who encouraged me to look at thefts in a less abstract context. Portions of this work were supported by grant NAG2-480 from the National Aeronautics and Space Administration to Dartmouth College, a Dartmouth College Faculty Fellowship, and grant TDS 95-140 from Trident Data Systems to the University of Caifornia at Davis. Portions of this work were done while the author was with the Department of Mathematics and Computer Science at Dartmouth College.

References [1] P. Ammann and R. Sandhu, �Safety Analysis for the Extended Schematic Protection Model,� Proc. of the 1991 IEEE Symp. on Security and Privacy (May 1991), 87-97.

[2] M. Bishop, �Theft of Information in the Take Grant Protection Model,� Journal of Computer Security , to appear.

[3] M. Bishop, �Hierarchical Take-Grant Protection Systems,� Proc. 8th Symp. on Operating Systems Principles (Dec. 1981), 107-123 [4] M. Bishop and L. Snyder, �The Transfer of Information and Authority in a Protection System,� Proc. 7th Symp. on Operating Systems Principles (Dec. 1979), 45-54.

[5] D. Brewer and M. Nash, �The Chinese Wall Security Policy,� Proc. 1989 IEEE Symp. on Security and Privacy (May 1989) 206-214.

[6] D. Clark and D. Wilson, �A Comparison of Commercial and Military Computer Security Policies,� Proc. of the 1987 IEEE Symp. on Security and Privacy (Apr. 1987), 184-194.

[7] M. Harrison, W. Ruzzo, and J. Ullman, �Protection in Operating Systems,� CACM19 , 8 (Aug. 1976), 461-471 [8] A. Jones, �Protection Mechanism Models: Their Usefulness,� in Foundations of Secure Computing , Academic Press, New York City, NY (1978), 237-254.

[9] A. Jones, R. Lipton, and L. Snyder, �A Linear Time Algorithm for Deciding Security,� Proc.

17th Annual Symp. on the Foundations of Computer Science (Oct. 1976), 33-41.

Appeared in Journal of Computer Security4 (4) pp. 331-359 (1996). Page 27 of 33

[10] R. Lipton and L. Snyder, �A Linear Time Algorithm for Deciding Subject Security,� J.

ACM. 24 , 3 (Jul. 1977), 455-464. [11] J. McLean, �The Algebra of Security,� Proc. of the 1988 IEEE Symp. on Security and Privacy (Apr. 1988), 2-8.

[12] J. McLean, �Security Models and Information Flow,� Proc. of the 1990 IEEE Symp. on Security and Privacy (May 1990), 180-187.

[13] L. Snyder, �On the Synthesis and Analysis of Protection Systems,� Proc. Sixth Symp. on Operating Systems Principles (Nov. 1977), 141-150.

[14] L. Snyder, �Theft and Conspiracy in the Take-Grant Protection Model,� JCSS 23 , 3 (Dec.

1981), 333-347. [15] J. Wittbold and D. Johnson, �Information Flow in Nondeterministic Systems,� Proc. of the 1990 IEEE Symp. on Security and Privacy (May 1990), 144-161.

[16] M. Wu, �Hierarchical Protection Systems,� Proc. 1981 Symp. on Security and Privacy (Apr.

1981), 113-123.

8. Appendix

The following analysis of the possible paths between two vertices x and y in a straight line graph Gallows the derivation of the paths for information gates. Note that if three vertices x,y, and z are involved, x = vi-1 ,z=vi, and y=vi+1 , and all are subjects. In each case, we must show that passing information through the gate requires the active cooperation of the gate. We note that this requires us examining the case where x is passive, i.e. , effectively an object. Case 1. x = v0 ,y = v1 . We show when x must act to receive information. ytoxterminal

Ifxis an object, the word associated with the path between x and y is not an rw-initial span, and so the predicate is false. If xis a subject, the following is a witness: (1) x creates ( rw to new vertex) v. (2) y takes ( r to v) from x. (3) x and y use the post rule to obtain an implicit r edge from x to y through v. This veri�es that can •know(x,y,G0) is true. Note that both verticesx andymust act, sox

is an information gate.

Appeared in Journal of Computer Security4 (4) pp. 331-359 (1996). Page 28 of 33 ytoxrw-terminal

Ifxis an object, the word associated with the path between x and y is not an initial span, and so the predicate is false. If x is a subject, the path from y to x is not in B¨ C, the pred-

icatecan•know(x,y,G0) is false and hencex cannot be an information gate. ytoxinitial

Ifxis an object, the word associated with the path betweenx andy is not an rw-initial span, and so the predicatecan•know(x,y,G0) is false. Ifxis a subject, the following is a witness: (1) y creates (rw to new vertex)v. (2) y grants (r tov) fromx. (3) x andy use the post rule to obtain an implicitr edge fromx toy throughv. This veri�es thatcan•know(x,y,G0) is true. Note that all both verticesx andymust act, so xis an information gate.

ytoxrw-initial

Ifxis an object, the word associated with the path betweenx andy is an rw-initial span, and so the predicatecan•know(x,y,G0) is true. Hencex need not act, and is not an information gate.

Case 2.x =vi-1 ,z=vi, andy=vi+1 . We show whenzmust act to pass information. xtozterminal,ytozterminal

Ifz is an object, the word associated with the path betweenx andy is not in the set and so the predicate is false. Ifz is a subject, the following is a witness: (1) z creates (rw to new vertex)v. (2) x takes (r tov) fromz. (3) y takes (w tov) fromz. (4) x andy use the post rule to obtain an implicitr edge fromx toy throughz. This veri�es thatcan•know(x,y,G0) is true. Note that all three verticesx,y, andz must act, and soz is an information gate.

xtozterminal,ytozinitial

The following is a witness whether or notz is a subject: (1) y creates (rw to new vertex)v. (2) y grants (r tov) toz. (3) x takes (r tov) fromz.

B C ¨

Appeared in Journal of Computer Security4 (4) pp. 331-359 (1996). Page 29 of 33

(4) x and y use the post rule to obtain an implicit r edge from x to y through z. This veri�es that can •know(x,y,G0) is true. In this case, onlyx andy need act, and soz is

not an information gate. xtozterminal,ytozrw-initial Ifz is an object, the word associated with the path betweenx andy is not in the set and so the predicate is false. Ifz is a subject, the following is a witness: (1) z creates (rw to new vertex)v. (2) x takes (r tov) fromz. (3) x andz use the post rule to obtain an implicitr edge fromx toz throughv. (4) x andy use the post rule to obtain an implicitr edge fromx toy throughz. This veri�es thatcan•know(x,y,G0) is true. Here,x,y andz need to act, soz is an information gate.

xtozterminal,ytozrw-terminal Ifz is an object, the word associated with the path betweenx andy is not in the set and so the predicate is false. Ifz is a subject, the word associated with the path betweeny andzis not in the set and so the predicate is false. In either case, the predicate can•know(x,y,G0) is false, and soz is not an information gate.

xtozinitial,ytozterminal The following is a witness whether or notz is a subject: (1) x creates (rw to new vertex)v. (2) x grants (rw tov) toz. (3) y takes (r tov) fromz. (4) y takes (w tov) fromz. (5) x andy use the post rule to obtain an implicitr edge fromx toy throughz. This veri�es thatcan•know(x,y,G0) is true. Again, onlyx andy must act, and soz is not an information gate.

xtozinitial,ytozinitial

Ifz is an object, the word associated with the path betweenx andy is not in the set and so the predicate is false. Ifz is a subject, the following is a witness: (1) x creates (rw to new vertex)v. (2) y creates (rw to new vertex)w. (2) x grants (w tov) toz.

B C ¨

B C ¨

B C ¨

B C ¨

Appeared in Journal of Computer Security4 (4) pp. 331-359 (1996). Page 30 of 33

(3) y grants ( r to w) to z. (4) x and z use the post rule to obtain an implicit r edge from x to z through v. (5) x and z use the spy rule to obtain an implicit r edge from x to w through z. (6) x and y use the post rule to obtain an implicit r edge from x to y through w. This veri�es that can •know(x,y,G0) is true. As all ofx,y, andz must act,z is an informa-

tion gate. xtozinitial,ytozrw-initial Ifz is an object, the word associated with the path betweenx andy is not in the set and so the predicate is false. Ifz is a subject, the following is a witness: (1) x creates (rw to new vertex)v. (2) x grants (w tov) toz. (3) x andz use the post rule to obtain an implicitr edge fromx toz throughv. (4) x andy use the post rule to obtain an implicitr edge fromx toy throughz. This veri�es thatcan•know(x,y,G0) is true. Again,x,y andz need to act, soz is an information gate.

xtozinitial,ytozrw-terminal Ifz is an object, the word associated with the path betweenx andy is not in the set and so the predicate is false. Ifz is a subject, the word associated with the path betweenx andzis not in the set and so the predicate is false. In either case, the predicate can•know(x,y,G0) is false, and soz is not an information gate.

xtozrw-terminal,ytozterminal Ifz is an object, the word associated with the path betweenx andy is not in the set and so the predicate is false. Ifz is a subject, the following is a witness: (1) z creates (rw to new vertex)v. (2) y takes (w tov) fromz. (3) y andz use the post rule to obtain an implicitr edge fromz toy throughv. (4) x andz use the spy rule to obtain an implicitr edge fromx toy throughz. This veri�es thatcan•know(x,y,G0) is true. Once more,x,y andz need to act, and soz is an information gate.

xtozrw-terminal,ytozinitial Ifz is an object, the word associated with the path betweenx andy is not in the set and so the predicate is false. Ifz is a subject, the following is a witness:

B C ¨

B C ¨

B C ¨

B C ¨

B C ¨

Appeared in Journal of Computer Security4 (4) pp. 331-359 (1996). Page 31 of 33

(1) y creates ( rw to new vertex) v. (2) y grants ( r to v) to z. (3) y and z use the post rule to obtain an implicit r edge from z to y through v. (4) x and y use the spy rule to obtain an implicit r edge from x to y through z. This veri�es that can •know(x,y,G0) is true. All ofx,y andz need to act, and soz is an

information gate. xtozrw-terminal,ytozrw-terminal Ifz is an object, the word associated with the path betweenx andy is not in the set and so the predicate is false. Ifz is a subject, the word associated with the path betweeny andzis not in the set and so the predicate is false. In either case, the predicate can•know(x,y,G0) is false, and soz is not an information gate.

xtozrw-terminal,ytozrw-initial The following is a witness whether or notz is a subject: (1) x andy use the post rule to obtain an implicitr edge fromx toy throughz. This veri�es thatcan•know(x,y,G0) is true. This time, onlyx andy need act , and soz is not an information gate.

xtozrw-initial,ytozterminal Ifz is an object, the word associated with the path betweenx andy is not in the set and so the predicate is false. Ifz is a subject, the word associated with the path betweenx andzis not in the set and so the predicate is false. In either case, the predicate can•know(x,y,G0) is false, and soz is not an information gate.

xtozrw-initial,ytozinitial

Ifz is an object, the word associated with the path betweenx andy is not in the set and so the predicate is false. Ifz is a subject, the word associated with the path betweenx andzis not in the set and so the predicate is false. In either case, the predicate can•know(x,y,G0) is false, and soz is not an information gate.

xtozrw-initial,ytozrw-terminal Ifz is an object, the word associated with the path betweenx andy is not in the set and so the predicate is false. Ifz is a subject, the word associated with the path betweenx andzis not in the set and so the predicate is false. In either case, the predicate can•know(x,y,G0) is false, and soz is not an information gate.

B C ¨

B C ¨

B C ¨

B C ¨

B C ¨

B C ¨

B C ¨

B C ¨

Appeared in Journal of Computer Security4 (4) pp. 331-359 (1996). Page 32 of 33 xtozrw-initial ,ytozrw-initial

Ifz is an object, the word associated with the path between x and y is not in the set and so the predicate is false. If z is a subject, the word associated with the path between x and zis not in the set and so the predicate is false. In either case, the predicate

can •know(x,y,G0) is false, and soz is not an information gate. Case 3.y=vn-1 ,x=vn. We show whenxmust act to send information. ytoxterminal

Ifxis an object, the word associated with the path betweenx andy is not an rw-initial span, and so the predicate is false. Ifxis a subject, the following is a witness: (1) x creates (rw to new vertex)v. (2) y takes (r tov) fromx. (3) x andy use the post rule to obtain an implicitr edge fromx toy throughv. This veri�es thatcan•know(y,x,G0) is true. Note that both verticesx andymust act, sox is an information gate.

ytoxinitial

Ifxis an object, the word associated with the path betweenx andy is not an rw-terminal span, and so the predicatecan•know(y,x,G0) is false. Ifxis a subject, the following is a witness: (1) y creates (rw to new vertex)v. (2) y grants (r tov) fromx. (3) x andy use the post rule to obtain an implicitr edge fromx toy throughv. This veri�es thatcan•know(y,x,G0) is true. Note that both verticesx andymust act, sox is an information gate.

ytoxrw-terminal

Ifxis an object, the word associated with the path betweenx andy is an rw-terminal span, and so the predicatecan•know(y,x,G0) is true. Ifx is a subject, the path fromy tox is in B¨ C, so the predicatecan•know(y,x,G0) is true. In both cases, onlyy need act, sox cannot be an information gate.

ytoxrw-initial

Ifxis an object, the word associated with the path betweenx andy is not an rw-terminal span, and so the predicatecan•know(y,x,G0) is false. Ifx is a subject, the path fromy tox

B C ¨

B C ¨

Appeared in Journal of Computer Security4 (4) pp. 331-359 (1996). Page 33 of 33 is not in B¨ C, so the predicatecan•know(y,x,G0) is false. In neither case canx be an in-

formation gate.