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1. SUMMARY 
In this special session, members of the ACM Joint Task Force on 
Cyber Education to Develop Undergraduate Curricular Guidance 
will provide an overview of the task force mission, objectives, and 
work plan. After the overview, task force members will engage 
session participants in the curricular development process.   

2. BACKGROUND 
In the context of computer security and information assurance, 
cyberscience is a computing-based discipline involving 
technology, people, and processes aligned in a way to enable 
“assured operations” in the presence of risks and adversaries. It 
involves the creation, operation, analysis, and testing of computer 
systems (including network and communication systems) 
designed to be secure, as well as the study of how to employ 
operations, reasonable risk taking, and risk mitigations to further 
that design goal. It is an interdisciplinary course of study, and 
includes aspects of law, policy, human factors, ethics, risk 
management, and other topics directly related to the success of the 
activities and operations dependent on such systems, often in the 
context of an adversary. 

Recent reports [1, 2] have pointed to the need for developing 
curricular standards for cybersecurity education.  Currently the 
2013 ACM Curricular Guidelines for Undergraduate Degree 
Programs in Computer Science (CS2013) [3] treats information 
assurance and security (IAS) as a specific knowledge area as well 
as material that spans other knowledge areas. The IAS knowledge 
area explores aspects of information assurance and security in 
depth; in other knowledge areas the information assurance and 
security material is tied to that particular area. 

Unfortunately, those curricular guidelines do not treat computer 
security and information assurance as a cyberscience. The goal of 
the ACM Joint Task Force on Cyber Education is to develop 
undergraduate curricular guidance in information assurance and 
security that teaches computer security and information assurance 
so students see it as a cyberscience. 

3. OBJECTIVE 
The objective of this special session is to introduce the work of 
the ACM Joint Task Force on Cyber Education to Develop 
Undergraduate Curricular Guidance and to engage the computer 
science education community in the curricular development 
process. The session will communicate the objectives and status 
of the   development work, and elicit input from community 
members. Task force members will engage session participants 
through general session presentations and small group 
discussions. In the general session, task force members will 
highlight the joint task force members and objectives, summarize 
the work of the Cyber Education Project and how the joint task 
force will leverage this work, and will provide a roadmap for the  
development process. This session will provide an opportunity for 
follow up on the Cyber Education Project’s Learning Outcomes 
Working Group session held at the 2015 SIGCSE Technical 



Symposium and will support continued community engagement in 
the curricular development process.  

4. OUTLINE 
The 75-minute session will be organized to allow ample time for 
audience participation. The tentative session outline is:  

• Session overview, Introduction of the Joint Task Force 
structure and objectives (10 minutes) – Task Force co-chairs 
Diana Burley, Matt Bishop 

• Background - Cyber Education Project, Cyber Sciences (15 
minutes) – Task Force members Beth Hawthorne, Sidd Kaza 

• Discussion of stakeholder engagement strategy (10 minutes) 
– Task Force members Lynn Futcher, Diana Burley 

• Audience Engagement (40 minutes) – Task force members 
will divide the audience into 4 small groups in order to 
engage in specific discussions on the curricular development 
process. Small groups will discuss topics for 20 minutes then 
reconvene as a large group to report out from the small 
groups (5 minutes per group).  

5. EXPECTATIONS 
The special session is intended for all participants of the SIGCSE 
conference who teach or are stakeholders in undergraduate 
security curricula. Since cybersecurity is interdisciplinary by 
nature, we expect participants from all areas in the computing 
sciences including computer science, information systems and 
information technology. The session will provide participants with 
the background and current status of the joint task force activities. 
In addition, through the facilitated small group discussions, 
participants will be able to provide direct input to the development 
process. Session participants will also be encouraged to stay 
engaged with task force members after the SIGCSE special 
session.  

6. SUITABILITY 
This session will provide an opportune time for community 
engagement in   this important curricular development process. 
The 2016 SIGCSE meeting will be held approximately 6 months 
after the task force has been launched. As such, task force 
members will have had sufficient opportunity to develop initial 
work products upon which community members will be able to 

offer constructive feedback. As an ACM-sponsored task force, the 
SIGCSE community represents a primary set of potential adopters 
of the guidance being developed. Participants are encouraged to 
review the following resources prior to the session: 

§ The Future of Cybersecurity Education in IEEE 
Computer - 
www.computer.org/csdl/mags/co/2014/08/mco2014080
067-abs.html  

§ Usable Cybersecurity: Human Factors in Cybersecurity 
Education Curricula in the National Cybersecurity 
Institute Journal - 
www.excelsior.edu/static/journals/nci-journal/1-
1/offline/download.pdf#page=5 

§ Final Report: Workshop on Cybersecurity Education - 
NSF, 
https://research.gwu.edu/sites/research.gwu.edu/files/do
wnloads/CEW_FinalReport_040714.pdf 

§ Toward Curricula Guidelines for Cybersecurity: Report 
of a Workshop on Cybersecurity Education and 
Training, ACM - 
www.acm.org/education/TowardCurricularGuidelinesC
ybersec.pdf  

§ Blueprint for a Science of Cybersecurity in The Next 
Wave, Cornell University - 
www.cs.cornell.edu/fbs/publications/SoS.blueprint.pdf  
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