ECS 153, Computer Security

Winter Quarter 2006

Outlinefor February 13, 2006

Reading: text, 85.1-5.2.2, 5.3, 6.1-6.2

1. Greetings and felicitations!
a. Puzzle of the day
2. Bél-LaPadulaModel
a Compartments
b. BLP aslattice structure
¢. Simple Security Property
d. *-Property
e. Basic Security Theorem
3. DG/UX Implementation of the Model
a. MAC labels
i. Regions
ii. Multilevel directories
b. MAC ranges
4. Tranquility
a. Declassification problem
b. Strong tranquility
¢. Wesak tranquility
5. BibaMode
a. Low-water-mark policy
b. Ring policy
c. Strict integrity
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