
ECS 153, Computer Security Fall Quarter 2016

Tentative Syllabus
These topics are tentative and subject to change without warning. In particular, if I don’t discuss something you’re

interested in, ask about it! I may very well add it or modify what I’m covering to include it.
All readings are from the text. The starred readings are from newer chapters, which will be available on Canvas.

lec. date topic reading notes
1. Wed Sep 21 Intro to computer security §1 hw 1 available
2. Fri Sep 23 Access control matrix §2∗ lab 1 available

dis –. No discussion section
3. Mon Sep 26 to be arranged Guest Lecturer: Prof. S. Felix Wu
4. Wed Sep 28 Intrusion detection §25 Guest Lecturer: Prof. Karl Levitt
5. Fri Sep 30 Memory safety [2] Guest Lecturer: Prof. Hao Chen

dis 1. Using Canvas; setting up lab
6. Mon Oct 3 Robust programming I §14∗, 29 lab 1 due
7. Wed Oct 5 Robust programming II [3] homework 2 due
8. Fri Oct 7 Assurance §18, [11]

dis 2. Red-team testing
9. Mon Oct 10 Policies §4.1∗–4.5∗

10. Wed Oct 12 Confidentiality models §5.1∗–5.2.2∗, 5.3∗–5.4∗

11. Fri Oct 14 to be arranged
dis 3. Example policies §G.1∗

12. Mon Oct 17 Other models §6.1∗, 6.2∗, 6.4∗, 7
13. Wed Oct 19 Policies in practice §4.6∗, 26.2, 27.2, 28.1
14. Fri Oct 21 Cryptography §10∗

dis 4. Vigenère cipher §10.2.2.1∗

15. Mon Oct 24 Key exchange §11.1–11.2∗, 11.4∗

16. Wed Oct 26 Cryptographic protocols §12.1∗, 12.3∗, 12.4.2∗

17. Fri Oct 28 to be arranged
dis 5. to be arranged

18. Mon Oct 31 Network security §26
19. Wed Nov 2 Identity, anonymity §15∗, [8]
20. Fri Nov 4 Midterm Exam (in class)

dis 6. Review for Midtem Exam
21. Mon Nov 7 Elections and Computers [1, 4]
22. Wed Nov 9 Access Control §16∗

—. Fri Nov 11 no class; Veterans’ Day
dis 7. wireshark, net traces

23. Mon Nov 14 Malware I §22
24. Wed Nov 16 Malware II [5, 7]
25. Fri Nov 18 Authentication §12

dis 8. Linux and pam, ssh
26. Mon Nov 21 Information flow I §17∗

27. Wed Nov 23 Information flow II [6]
28. Fri Nov 25 no class; University holiday

dis 9. Virtual machines §17.2, 33
29. Mon Nov 28 Confinement §17
30. Wed Nov 30 Laws and Ethics [10, 12]
31. Fri Dec 2 to be arranged

dis 10. Review for Final Exam
—. Thu Dec 8 Final examination (at 8:00am)
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