Clinical Information Systems
Security Policy

* Intended for medical records
— Conflict of interest not critical problem

— Patient confidentiality, authentication of records and
annotators, and integrity are

* Entities:
— Patient: subject of medical records (or agent)

— Personal health information: data about patient’s health
or treatment enabling identification of patient

— Clinician: health-care professional with access to
personal health information while doing job
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Assumptions and Principles

¢ Assumes health information involves 1
person at a time

— Not always true; OB/GYN involves father as
well as mother

* Principles derived from medical ethics of
various societies, and from practicing
clinicians
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Access

 Principle 1: Each medical record has an
access control list naming the individuals or
groups who may read and append
information to the record. The system must
restrict access to those identified on the
access control list.
— Idea 1s that clinicians need access, but no-one

else. Auditors get access to copies, so they
cannot alter records
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Access

* Principle 2: One of the clinicians on the
access control list must have the right to add
other clinicians to the access control list.

— Called the responsible clinician
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Access

* Principle 3: The responsible clinician must
notify the patient of the names on the access
control list whenever the patient’s medical
record is opened. Except for situations
given in statutes, or in cases of emergency,
the responsible clinician must obtain the
patient’s consent.

— Patient must consent to all treatment, and must
know of violations of security
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Access

* Principle 4: The name of the clinician, the
date, and the time of the access of a medical
record must be recorded. Similar
information must be kept for deletions.

— This is for auditing. Don’t delete information;
update it (last part is for deletion of records
after death, for example, or deletion of

information when required by statute). Record
information about all accesses.
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Creation

* Principle: A clinician may open a record,
with the clinician and the patient on the
access control list. If the record is opened as
a result of a referral, the referring clinician
may also be on the access control list.

— Creating clinician needs access, and patient
should get it. If created from a referral,

referring clinician needs access to get results of
referral.
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Deletion

* Principle: Clinical information cannot be
deleted from a medical record until the
appropriate time has passed.

— This varies with circumstances.
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Confinement

* Principle: Information from one medical
record may be appended to a different
medical record if and only if the access
control list of the second record is a subset
of the access control list of the first.

— This keeps information from leaking to

unauthorized users. All users have to be on the
access control list.
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Aggregation

* Principle: Measures for preventing the aggregation of
patient data must be effective. In particular, a patient must
be notified if anyone is to be added to the access control
list for the patient’s record and if that person has access to
a large number of medical records.

— Fear here is that a corrupt investigator may obtain access to a large
number of records, correlate them, and discover private

information about individuals which can then be used for nefarious
purposes (such as blackmail)
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Enforcement

* Principle: Any computer system that
handles medical records must have a
subsystem that enforces the preceding
principles. The effectiveness of this
enforcement must be subject to evaluation
by independent auditors.

— This policy has to be enforced, and the

enforcement mechanisms must be auditable
(and audited)
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Compare to Bell-LaPadula

* Confinement Principle imposes lattice
structure on entities in model

— Similar to Bell-LaPadula
» CISS focuses on objects being accessed; B-
LP on the subjects accessing the objects

— May matter when looking for insiders in the
medical environment
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Compare to Clark-Wilson

CDIs are medical records
— TPs are functions updating records, access control lists
IVPs certify:

* A person identified as a clinician is a clinician;

e A clinician validates, or has validated, information in the medical
record;

¢ When someone is to be notified of an event, such notification occurs;
and

* When someone must give consent, the operation cannot proceed until
the consent is obtained

Auditing (CR4) requirement: make all records append-only, notify
patient when access control list changed
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ORCON

* Problem: organization creating document
wants to control its dissemination
— Example: Secretary of Defense writes a memo
for distribution to her immediate subordinates,
and she must give permission for it to be
disseminated further. This is “originator
controlled” (here, the “originator” is a person).
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Requirements

* Subject s € S marks object o € O as ORCON on behalf of
organization X. X allows o to be disclosed to subjects
acting on behalf of organization Y with the following
restrictions:

1. o cannot be released to subjects acting on behalf of other
organizations without X’s permission; and

2. Any copies of o must have the same restrictions placed on it.
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DAC Fails

e Owner can set any desired permissions

— This makes 2 unenforceable

May 6, 2004 ECS 235 Slide #16




MAC Fails

* First problem: category explosion

— Category C contains o, X, Y, and nothing else. If a subjecty € Y
wants to read o, x € X makes a copy o”. Note o” has category C. If
y wants to give z € Z a copy, z must be in Y—by definition, it’s not.
If x wants to let w € W see the document, need a new category C~
containing o, X, W.

* Second problem: abstraction

— MAC classification, categories centrally controlled, and access
controlled by a centralized policy

— ORCON controlled locally
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Combine Them

* The owner of an object cannot change the access controls
of the object.
* When an object is copied, the access control restrictions of
that source are copied and bound to the target of the copy.
— These are MAC (owner can’t control them)
* The creator (originator) can alter the access control
restrictions on a per-subject and per-object basis.
— This is DAC (owner can control it)
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RBAC

* Access depends on function, not identity

— Example: Allison is bookkeeper for Math Dept.

She has access to financial records. If she

leaves and Betty is hired as the new bookkeeper,
Betty now has access to those records. The role

of “bookkeeper” dictates access, not the
identity of the individual.
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Definitions

* Role r: collection of job functions
— trans(r): set of authorized transactions for

* Active role of subject s: role s is currently in

— actr(s)

* Authorized roles of a subject s: set of roles s is

authorized to assume
— authr(s)

* canexec(s, t) iff subject s can execute transaction ¢

at current time
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Axioms

* Let S be the set of subjects and T the set of
transactions.

e The rule of role assignment is
(VsES)(ViT)[canexec(s, t)—actr(s) # D].
— If s can execute a transaction, it has a role
— This ties transactions to roles

* The rule of role authorization is
(Vs€S)[actr(s)Cauthr(s)].

— Subject must be authorized to assume an active role
(otherwise, any subject could assume any role)
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Axiom

¢ The rule of transaction authorization is
(VseS)(VreT)

[canexec(s, t)— t € trans(actr(s))].

— If a subject s can execute a transaction, then the
transaction is an authorized one for the role s
has assumed
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Containment of Roles

e Trainer can do all transactions that trainee
can do (and then some). This means role r
contains role r” (r > r”). So:

(Vs €S| r" € authr(s) A r>r — r € authr(s) |
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Separation of Duty

* Letrbe arole, and let s be a subject such that » € auth(s).
Then the predicate meauth(r) (for mutually exclusive
authorizations) is the set of roles that s cannot assume
because of the separation of duty requirement.

* Separation of duty:
(Vr\,r,€ER) [ r, € meauth(r)) —
[ (Vs ES) [ € authr(s) — r, ¢ authr(s)1]]
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Key Points

e Hybrid policies deal with both
confidentiality and integrity
— Different combinations of these

* ORCON model neither MAC nor DAC

— Actually, a combination

¢ RBAC model controls access based on
functionality
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Overview

* (lassical Cryptography
— Cesar cipher
— Vigenere cipher
— DES
* Public Key Cryptography
— Diffie-Hellman

— RSA
* Cryptographic Checksums
- HMAC
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Cryptosystem

* Quintuple (£, D, M, XK, C)
- M set of plaintexts
- XK set of keys
- (C set of ciphertexts
- E set of encryption functions e: M x K — C
- D set of decryption functions d: C x K — M
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Example

e Example: Casar cipher
- M = { sequences of letters }
- K={iliisanintegerand 0 <i <25}
- F={E, | k€ X and for all letters m,
E,(m) = (m + k) mod 26 }
D={D,| ke Xand for all letters c,
Dy(c) = (26 + ¢ — k) mod 26 }

C=M
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Attacks

* Opponent whose goal is to break cryptosystem is
the adversary
— Assume adversary knows algorithm used, but not key

* Three types of attacks:

— ciphertext only: adversary has only ciphertext; goal is to
find plaintext, possibly key

— known plaintext: adversary has ciphertext,
corresponding plaintext; goal is to find key

— chosen plaintext. adversary may supply plaintexts and
obtain corresponding ciphertext; goal is to find key
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Basis for Attacks

e Mathematical attacks
— Based on analysis of underlying mathematics
* Statistical attacks

— Make assumptions about the distribution of
letters, pairs of letters (digrams), triplets of
letters (trigrams), etc. (called models of the
language). Examine ciphertext, correlate
properties with the assumptions.
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Classical Cryptography

* Sender, receiver share common key

— Keys may be the same, or trivial to derive from
one another

— Sometimes called symmetric cryptography
e Two basic types

— Transposition ciphers

— Substitution ciphers

— Combinations are called product ciphers
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Transposition Cipher

e Rearrange letters in plaintext to produce
ciphertext
» Example (Rail-Fence Cipher)
— Plaintext is HELLO WORLD
— Rearrange as
HLOOL
ELWRD
— Ciphertext is HLOOL ELWRD
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Attacking the Cipher

* Anagramming

— If 1-gram frequencies match English
frequencies, but other n-gram frequencies do
not, probably transposition

— Rearrange letters to form n-grams with highest
frequencies
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Example

Ciphertext: HLOOLELWRD

* Frequencies of 2-grams beginning with H
— HE 0.0305
— HO 0.0043
— HL, HW, HR, HD < 0.0010
* Frequencies of 2-grams ending in H
— WH 0.0026
— EH, LH, OH, RH, DH < 0.0002

Implies E follows H
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Example

* Arrange so the H and E are adjacent
HE
LL
ow
OR
LD

* Read off across, then down, to get original
plaintext
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Substitution Ciphers

* Change characters in plaintext to produce
ciphertext

* Example (Casar cipher)
— Plaintext is HELLO WORLD

— Change each letter to the third letter following
it (X goesto A, YtoB,ZtoC)

* Key is 3, usually written as letter ‘D’
— Ciphertext is KHOOR ZRUOG
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Attacking the Cipher

¢ Exhaustive search

— If the key space is small enough, try all possible
keys until you find the right one

— Cesar cipher has 26 possible keys
 Statistical analysis

— Compare to 1-gram model of English
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Statistical Attack

* Compute frequency of each letter in
ciphertext:

G011 HO1 KO1 OO03
R 02 UO0l Z 0.1
e Apply 1-gram model of English

— Frequency of characters (1-grams) in English is
on next slide
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Character Frequencies

a 10080 |h [0.060 [n [0.070 [t ]0.090
b (0015 |i [0065 [o [0.080 [u [0.030
¢ 0030 [j 0005 [p [0.020 [v [0.010
d 0040 [k (0005 [q [0.002 |w [0.015
e 0130 [1 [0.035 [r [0.065 [x [0.005
t 0020 [m [0.030 [s [0.060 [y [0.020
¢ (0015 z [0.002
Statistical Analysis

* f(c) frequency of character c in ciphertext

* (i) correlation of frequency of letters in
ciphertext with corresponding letters in
English, assuming key is i

— @) = Zy 2 . <25 flo)p(c — 1) s0 here,
@@@) =0.1p(6 — i) + 0.1p(7 — i) + 0.1p(10 — i) +
0.3p(14 — i) + 0.2p(17 — i) + 0.1p(20 — i) +
0.1p(25 — i)

* p(x) is frequency of character x in English

May 6, 2004 ECS 235 Slide #40

20



Correlation: ¢(i) for 0 <i <25

i @ |i| @ |i| 9@ |i| o@)

0[0.0482 | 7(0.0442 | 13]0.0520 | 19]0.0315
110.0364 | 8/0.0202 | 14|0.0535 | 20|0.0302
210.0410 | 9]0.0267 | 15/0.0226 | 21|0.0517
310.0575 |10[0.0635 | 16]0.0322 | 22/0.0380
410.0252 | 11]0.0262 | 17[0.0392 | 23|0.0370
500.0190 [12]0.0325 | 18]0.0299 | 24|0.0316
6(0.0660 25/0.0430
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The Result

* Most probable keys, based on ¢:
— i=6, ¢(i) = 0.0660
* plaintext EBIIL TLOLA
i =10, ¢(i) = 0.0635
* plaintext AXEEH PHKEW
- i=3, (i) =0.0575
 plaintext HELLO WORLD
— i=14, @(i) =0.0535
* plaintext WTAAD LDGAS
* Only English phrase is fori = 3
— That’s the key (3 or ‘D’)
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Casar’s Problem

* Key is too short
— Can be found by exhaustive search
— Stastical frequencies not concealed well
* They look too much like regular English letters
* So make it longer
— Multiple letters in key

— Idea is to smooth the statistical frequencies to
make cryptanalysis harder
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Vigenere Cipher

» Like Casar cipher, but use a phrase

* Example
— Message THE BOY HAS THE BALL
— Key VIG
— Encipher using Casar cipher for each letter:
key VIGVIGVIGVIGVIGV
plain THEBOYHASTHEBALL
cipher OPKWWECIYOPKWIRG
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Relevant Parts of Tableau

¢ Tableau shown has relevant
rows, columns only

e Example encipherments:

— key V, letter T: follow V
column down to T row (giving
“O™)

— Key I, letter H: follow I
column down to H row (giving
“p)

KOO =

OBENKOXmZEEDO0Q
T W =AY ER4qH N
HOZuanONNsI g <
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Useful Terms

* period: length of key
— In earlier example, period is 3
* tableau: table used to encipher and decipher

— Vigenere cipher has key letters on top, plaintext
letters on the left

* polyalphabetic: the key has several different
letters
— Cesar cipher is monoalphabetic
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Attacking the Cipher

e Approach
— Establish period; call it n

— Break message into n parts, each part being
enciphered using the same key letter

— Solve each part

* You can leverage one part from another

* We will show each step
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The Target Cipher

* We want to break this cipher:
ADQYS MIUSB OXKKT MIBHK IZOOO
EQOOG IFBAG KAUMF VVTAA CIDTW
MOCIO EQOOG BMBFV ZGGWP CIEKQ
HSNEW VECNE DLAAV RWKXS VNSVP
HCEUT QOIOF MEGJS WTPCH AJMOC
HIUIX
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Establish Period

» Kaskski: repetitions in the ciphertext occur when

characters of the key appear over the same

characters in the plaintext

* Example:

key

plain

VIGVIGVIGVIGVIGV
THEBOYHASTHEBALL
cipher OPKWWECIYOPKWIRG

Note the key and plaintext line up over the repetitions
(underlined). As distance between repetitions is 9, the
period is a factor of 9 (that is, 1, 3, or 9)
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Repetitions in Example
Letters Start | End | Distance | Factors
MI 5 15 10]2,5
00 22 27 515
OEQOOG 24 54 3012,3,5
FV 39 63 2412,2,2,3
AA 43 87 44 12,2,11
MOC 50 122 7212,2,2,3,3
Q0 56 105 49 (7,7
PC 69 117 4812,2,2,2,3
NE 77 83 6123
sv 94 97 313
CH 118 124 612,3
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Estimate of Period

* OEQOOG is probably not a coincidence
— It’s too long for that
— Period may be 1, 2, 3, 5, 6, 10, 15, or 30

* Most others (7/10) have 2 in their factors

* Almost as many (6/10) have 3 in their
factors

e Begin with period of 2 x 3 =6
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Check on Period

* Index of coincidence is probability that two
randomly chosen letters from ciphertext will
be the same

e Tabulated for different periods:

I 0.066 3 0.047 5 0.044
2 0.052 4 0.045 10 0.041
Large 0.038
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Compute IC

e IC=[n (- D" Zy.s [F; (F,— 1]

— where n is length of ciphertext and F; the
number of times character i occurs in ciphertext

e Here, IC =0.043
— Indicates a key of slightly more than 5

— A statistical measure, so it can be in error, but it
agrees with the previous estimate (which was 6)
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Splitting Into Alphabets

alphabet 1: ATKHOIATTOBGEEERNEOSAI
alphabet 2: DUKKEFUAWEMGKWDWSUFWJU
alphabet 3: QSTTIQBMAMQBWQVLKVTMTMI
alphabet 4: YBMZOAFCOOFPHEAXPQEPOX
alphabet 5: SOTIOOGVICOVCSVASHOGCC
alphabet 6: MXBOGKVDIGZINNVVCIJHH

* ICs (#1,0.069; #2, 0.078; #3, 0.078; #4, 0.056; #5,
0.124; #6, 0.043) indicate all alphabets have
period 1, except #4 and #6; assume statistics off
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