
ECS 235A, Computer and Information Security Fall Quarter 2023

Outline for December 4, 2023
Reading: text, §27.2.3–27.4, 26.1–26.3 Assignments: Homework 5, due December 6;

Completed Project, due December 12

1. Attacks
(a) Attack graphs

2. Incident prevention
(a) Moving target defenses

(b) Address Space Layout Randomization (ASLR)

3. Incident handling
(a) Containment

(b) Deception

(c) Eradication

4. Incident Follow-Up
(a) Thumbprinting

(b) IP header marking
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