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Software:
1. passwd+, a set of programs to force users to select good password (see [65,69,70,74,79])
2. lsu, a set of programs to implement roles in a standard UNIX environment (see [80])
3. binaudit, a package to analyze files statically for alterations (see [84])
4. deszip, a set of programs and library routines to guess passwords rapidly (see [86])
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• George Lin, University of California, Davis, June 1994; thesis title “Counting Cleartext Pass-
words in the Internet”

Courses at the University of California, Davis
1. ECS 289M, Policy and Vulnerabilities Analysis, graduate class
2. ECS 253, Cryptography and Data Security, graduate class
3. ECS 251/EEC 282, Formal Models of Operating Systems, graduate class
4. ECS 235B, Foundations of Computer and Information Security, graduate class
5. ECS 235, Computer and Information Security, graduate class
6. ECS 155, Computer Security for Non-Majors, undergraduate class
7. ECS 153, Computer Security, undergraduate class
8. ECS 150, Operating Systems, undergraduate class
9. ECS 50, Introduction to Machine-Dependent Programming, undergraduate class
10. ECS 40, Introduction to Software Development, undergraduate class
11. ECS 30, Introduction to Programming and Problem Solving, undergraduate class

Courses at Dartmouth College
1. COSC 108, Programming Languages and Systems II, graduate class
2. COSC 88/188, Cryptography and Data Security, undergraduate/graduate class
3. COSC 88/188, Computer System Security Seminar, undergraduate/graduate class
4. COSC 88/188, Computer System Security, undergraduate/graduate class
5. COSC 85/185, Mathematical Cryptography, undergraduate/graduate class (co-taught with Jeff 

Shallitt)
6. COSC 58, Operating Systems, undergraduate class



7. COSC 37, Computer Architecture, undergraduate class
8. COSC 23, Software Engineering, undergraduate class
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1. University of California Security Symposium, June 2003: Basic UNIX Security, Advanced 

UNIX Security
2. LISA, Nov. 2002: UNIX Security: Threats and Solutions
3. USENIX Security Symposium, Aug. 2002: UNIX Security: Threats and Solutions
4. USENIX, June 2002: UNIX Security: Threats and Solutions
5. SANS, Apr. 2002: How Attackers Break Programs, and How to Write Programs More 

Securely
6. LISA, Dec. 2001: UNIX Security: Threats and Solutions
7. SANS, May 2001: Basic UNIX Protection; UNIX Security Tools; How Attackers Break Pro-

grams, and How to Write Programs More Securely
8. Network Security, Nov. 2000: Basic UNIX Protection; UNIX Security Tools; How Attackers 

Break Programs, and How to Write Programs More Securely
9. Infidel Corp., Aug. 2000: How Attackers Break Programs, and How to Write Programs More 

Securely
10. GIAC, July 2000: UNIX Security Tools: Use and Comparison
11. USENIX, June 2000: UNIX Security Tools: Use and Comparison
12. SANS, May 2000: Basic UNIX Protection; UNIX Security Tools; How Attackers Break Pro-

grams, and How to Write Programs More Securely
13. ARCA Corporation, Mar. 2000: How Attackers Break Programs, and How to Write Programs 

More Securely
14. SANS Security, Dec. 1999: Basic UNIX Protection; UNIX Security Tools; How Attackers 

Break Programs, and How to Write Programs More Securely
15. LISA, Dec. 1999: UNIX Security Tools: Use and Comparison
16. Network Security, Nov. 1999: Basic UNIX Protection; UNIX Security Tools; How Attackers 

Break Programs, and How to Write Programs More Securely
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18. USENIX, June 1999: UNIX Security Tools
19. SANS, May1999: Basic UNIX Protection; UNIX Security Tools; How Attackers Break Pro-
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20. SANS Intrusion Detection, Feb. 1999: Basic UNIX Protection; UNIX Security Tools; How 
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21. USENIX, Dec. 1998: UNIX Security Tools
22. LISA, Dec. 1998: UNIX Security Tools
23. Network Security, Nov. 1998: UNIX Security: Threats and Solutions; Tools for UNIX Secu-

rity; UNIX Security: Threats and Solutions from the Network; UNIX Security: Security in 
Programming

24. SANS Australia, June 1998: UNIX Security: Threats and Solutions; Tools for UNIX Security; 
UNIX Security: Threats and Solutions from the Network; UNIX Security: Security in Pro-
gramming

25. SANS, May 1998: UNIX Security: Threats and Solutions; Tools for UNIX Security; UNIX 
Security: Threats and Solutions from the Network; UNIX Security: Security in Programming



26. Network Security, Nov. 1997: UNIX Security: Threats and Solutions; Wargames: Network 
Security; UNIX Security Tools

27. SANS, May 1997: UNIX Security: Threats and Solutions; Wargames: Network Security; 
UNIX Security Tools

28. Sequent Users’ Group, Feb. 1997: UNIX Security: Threats and Solutions; UNIX Security: 
Threats and Solutions from the Network

29. USENIX, Jan. 1997: UNIX Security Tools
30. Sun Users’ Group, Dec. 1996: Advanced Topics in UNIX Security
31. Securities Industry Automation Corp., Dec. 1996: UNIX Vulnerabilities and Security Toolkit
32. Network Security, May 1996: UNIX Security: Threats and Solutions; Tools for UNIX Secu-

rity; UNIX Security: Threats and Solutions from the Network; UNIX Security: Security in 
Programming

33. Los Alamos National Laboratories, Aug. 1996: UNIX Security: Security in Programming
34. USENIX, July 1996: UNIX Security Tools
35. UNIFORUM, May 1996: Advanced Topics in UNIX Security
36. SANS, May 1996: UNIX Security: Threats and Solutions; Tools for UNIX Security; UNIX 

Security: Threats and Solutions from the Network; UNIX Security: Security in Programming
37. SHARE, Mar. 1996: Advanced Topics in UNIX Security
38. USENIX, Jan. 1996: Advanced Topics in UNIX Security; UNIX Security Tools
39. LISA, Dec. 1995: UNIX System Security; UNIX Security: Threats and Solutions from the 

Network
40. Network Security, Nov. 1995: UNIX Security: Threats and Solutions; UNIX Security Tools: 

Use and Comparison
41. SANS, May 1995: UNIX Security: Threats and Solutions; Tools for UNIX Security; UNIX 

Security: Threats and Solutions from the Network; UNIX Security: Security in Programming
42. USENIX, Dec. 1994: Advanced Topics in UNIX Security
43. FedUNIX, Dec. 1994: Basic UNIX Security; Advanced UNIX Security; Tools for UNIX 

Security
44. USENIX, June 1994: Advanced Topics in UNIX Security
45. FedUNIX, June 1994: Basic UNIX Security; Advanced UNIX Security; Tools for UNIX 

Security
46. SANS-III, Apr. 1994: UNIX Security: Threats and Solutions; UNIX Security: Threats and 

Solutions from the Network; Writing Privileged Programs
47. USENIX, Jan. 1994: Topics in UNIX Security
48. FedUNIX, Dec. 1993: Introduction to UNIX Security; Advanced UNIX Security; Tools for 

UNIX Security
49. CERT Workshop on Computer Security Incident Handling, Aug. 1993: Advanced UNIX 

Security
50. Sun Users’ Group, June 1993: Advanced UNIX Security
51. SANS-II, Apr. 1993: Introduction to UNIX Security; Advanced UNIX Security
52. USENIX, Jan. 1993: Advanced UNIX Security
53. FedUNIX, Dec. 1992: Introduction to UNIX Security; Advanced UNIX Security
54. Sun Users’ Group, Dec. 1992: Advanced UNIX Security
55. World Conference on System Administration and Security, July 1992: Introduction to UNIX 

Security; Advanced UNIX Security
56. USENIX, June 1992: Advanced UNIX Security



57. USENIX, Jan. 1992: Introduction to UNIX Security
58. FedUNIX, Dec. 1991: Introduction to UNIX Security; Advanced UNIX Security; Computer 

Viruses, Trojan Horses, and Logic Bombs
59. EurOpen, Sep. 1991: Introduction to UNIX Security
60. USENIX, June 1991: Introduction to UNIX Security
61. FedSecurity, June 1991: Introduction to UNIX Security; Introduction to Network Security; 

Computer Viruses, Trojan Horses, and Logic Bombs
62. FedUNIX, Dec. 1990: Introduction to UNIX Security

Professional Service

Editorial Boards
• Journal of Computer Security (1988–current)
• IEEE Privacy and Security; also co-editor of the Education Department, with Prof. Deborah 

Frincke (2003–current)

International Board of Reviewers
• Computers and Security (1993–2004)

Keynote Addresses
• “Threats and Assurance,” Information Technology Workshop, Department of Health and 

Human Services, State of California, Rancho Cordova, CA (Nov. 2003)
• “E-Business Security: Fact, Fiction, or Both?” Information System Security Association, Sac-

ramento Chapter, Sacramento, CA (2001).
• “Academia and Education in Information Security: Four Years Later,” National Colloquium on 

INFOSEC System Security Education, Washington, DC (2001)
• “The State of INFOSEC Education in Academia: Present and Future Directions,” National 

Colloquium on INFOSEC System Security Education, Bethesda, MD (1997)

Invited Talks
• M. Bishop, “Principles and their Use”, Common Body of Knowledge for Software Assurance 

Workshop, Monterey, CA (Feb. 2006).
• D. Frincke, M. Bishop. C.-N. Chuah, and K. Levitt, “GENI and Security”, GENI Town Hall 

Meeting, San Francisco, CA (July 2006).
• M. Bishop, “E-Voting Machines: Measuring What?”, Threat Analyses for Voting System Cat-

egories: A Workshop on Rating Voting Methods (VSWR 2006), George Washington Univer-
sity, Washington DC, USA (June 2006) 

• M. Bishop, “Teaching Assurance Using Checklists”, Seventh Workshop on Education in 
Comuter Security (WECS 7), Naval Postgraduate School, Monterey, CA (Jan. 2006)

• M. Bishop, “Security and Standards; Or, What Should This System Do and How Well Does It 
Do That,”  California E-Recording Summit: Implementing the Electronic Recording Delivery 
Act, Sacramento, CA (Feb. 2006)

• “A Survey of Vulnerabilities,” NASA Jet Propulsion Laboratory (Mar. 2004).
• “Vulnerabilities Analysis,” Dept. of Computer Science, Naval Postgraduate School (Dec. 

2003).



• “Threats and Assurance,” Dept. of Health and Human Services, State of California (Nov. 
2003)

• “Vulnerabilities Analysis,” Dept. of Computer Science, University of Maryland/Baltimore 
County (Sep. 2003).

• “Vulnerabilities Analysis,” Dept. of Computer Science, Mississippi State University (Sep. 
2003).

• “Auditing” and “Intrusion Detection” lectures for CS 526, Dept. of Computer Science and 
CERIAS, Purdue University Summer Institute (July 2003).

• “Thoughts on a Research Agenda,” panel presentation, Colloquium on Information System 
Security Education (June 2003).

• “A Survey of Vulnerabilities,” IEEE/North American Taiwanese Engineers’ Association (Apr. 
2003).

• “Computer Security and Policy,” guest lecture in POL 132, University of California at Davis 
(May 2002).

• “Computer Security Education,” INFOTEC (Apr. 2002).
• “Vulnerabilities and Sanitization,” Georgia Institute of Technology (Nov. 2001).
• “Electronic Recordation and the Internet,” panel presentation, Real Estate Frauds Seminar, 

California District Attorneys Association (2001).
• “Analysis of Computer Vulnerabilities,” NASA Jet Propulsion Laboratory (2001).
• “Vulnerabilities Analysis,” SANS (2001).
• “Security and Electronic Commerce,” Student Management Group, Krannert School of Man-

agement, University of California at Davis (2001).
• “Trust and Security,” Linux Users’ Group of Davis (2001).
• “Go Port-Scan Yourself,” Information Security Awareness Forum, Department of Information 

Technology, State of California (2000).
• “Adapting Formal Methods for Informal Use,” SANS Network Security (2000).
• “ECS 153, Introduction to Computer Security,” panel presentation, National Colloquium on 

Information System Security Education (1999).
• “Research in Intrusion Detection,” I4 Conference (1999).
• “Results from Workshops on Intrusion Detection” (with S. Northcutt), Network Security Con-

ference (1998)
• “Unlearned Lessons,” panel presentation, 21st National Information Systems Security Confer-

ence (1998).
• “The UC Davis Vulnerabilities Database,” SANS Conference (1998)
• “Attacking the Internet Infrastructure,” SEARCH Conference (1997)
• “Writing Safe Privileged Programs,” Network Security (1997)
• “UNIX Security,” SHARE Conference (1997).
• “Teaching Computer Security,” ACM Workshop on Computer Security Education (1997)
• “Adventures in Hackery,” System Administration, Networking and Security Conference (1996)
• “Top Ten Security Threats to a UNIX System and What to Do About Them,” SHARE 86 

(1996); Best Session Award
• “Patch-and-Catch,” UNIFORUM 1996 (1996)
• “Research, Development, and Operations,” Defensive Information Warfare Symposium (1995)
• “Intruders and UNIX,” Network Security (1995)
• “An Overview of Computer Viruses in a Research Environment,” Fourth Annual Computer 

Virus and Security Conference (1991)



• “Password Management,” COMPCON ‘91 (1991)
• “A Security Analysis of the NTP Protocol,” Sixth Annual Computer Security Conference Pro-

ceedings (1990)
• “Password Checking Techniques,” Second Invitational Workshop on Computer Security Inci-

dent Response (1990)
• “Privacy-Enhanced Electronic Mail,” Student ACM Chapter, St. Michael's College (1989)
• “Selling C Shells By the C Shore,” IRIS Users' Group, NASA Ames Research Center (1985)
• “A Day in the Life of a UNIX User,” 15th Virginia Computer Users' Conference (1985)

Program Chairs and Committees
• Fourth World Conference on Information Security Education; program committee (2005)
• IEEE International Workshop on Enabling Technologies: Infrastructure for Collaborative 

Enterprises (WETICE); program co-chair (2005–2006); program committee (2004–2006)
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