ECS 153A, Computer & Information Security & Privacy [ Spring Quarter 2026

Lecture 4: April 6, 2026

Reading: rext, §14, [1] Due: Homework 1, due April 10, 2026

1. Greetings and felicitations!

2. Principles of secure design (con’t.)
(a) Simplicity and restrictiveness

(b) Principle of open design
(c) Principle of separation of privilege
(d) Principle of least common mechanism
(e) Principle of least astonishment
3. Privacy
(a) Whatitis
(b) Relationship to confidentiality
4. Principles of privacy by design
(a) Proactive not reactive; preventive not remedial
(b) Privacy as the default setting
(c) Privacy embedded into design
(d) Full functionality — positive-sum, not zero-sum
(e) End-to-end security — full lifecycle protection
(f) Visibility and transparency — keep it open
(g) Respect for user privacy — keep it user-centric
5. Access Control Matrix
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