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Clark-Wilson Integrity Model

* Integrity defined by a set of constraints
e Datain a consistent or valid state when it satisfies these

* Example: Bank
* D today’s deposits, W withdrawals, YB yesterday’s balance, TB today’s balance
* Integrity constraint: D + YB -W

* Well-formed transaction move system from one consistent state to
another

* Issue: who examines, certifies transactions done correctly?
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Entities

* CDIs: constrained data items
e Data subject to integrity controls

e UDIs: unconstrained data items
e Data not subject to integrity controls

* [VPs: integrity verification procedures
* Procedures that test the CDIs conform to the integrity constraints

* TPs: transaction procedures
* Procedures that take the system from one valid state to another
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Certification Rules 1 and 2

CR1 When any IVP is run, it must ensure all CDIs are in a valid state

CR2 For some associated set of CDIs, a TP must transform those CDIs
in a valid state into a (possibly different) valid state

* Defines relation certified that associates a set of CDIs with a particular
TP

 Example: TP balance, CDIs accounts, in bank example
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Enforcement Rules 1 and 2

ER1 The system must maintain the certified relations and must
ensure that only TPs certified to run on a CDI manipulate that
CDI.

ER2 The system must associate a user with each TP and set of CDls.
The TP may access those CDIs on behalf of the associated user.
The TP cannot access that CDI on behalf of a user not associated
with that TP and CDI.

* System must maintain, enforce certified relation

e System must also restrict access based on user ID (allowed relation)
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Users and Rules

CR3 The allowed relations must meet the requirements imposed by
the principle of separation of duty.

ER3 The system must authenticate each user attempting to execute a
TP
* Type of authentication undefined, and depends on the instantiation

* Authentication not required before use of the system, but is required
before manipulation of CDIs (requires using TPs)
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Logging

CR4 All TPs must append enough information to reconstruct the
operation to an append-only CDI.
* This CDl is the log

e Auditor needs to be able to determine what happened during reviews of
transactions
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Handling Untrusted Input

CR5 Any TP that takes as input a UDI may perform only valid
transformations, or no transformations, for all possible values of
the UDI. The transformation either rejects the UDI or transforms
It into a CDI.

* In bank, numbers entered at keyboard are UDIs, so cannot be input to
TPs. TPs must validate numbers (to make them a CDI) before using them;
if validation fails, TP rejects UDI
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Separation of Duty In Model

ER4 Only the certifier of a TP may change the list of entities
associated with that TP. No certifier of a TP, or of an entity
associated with that TP, may ever have execute permission with
respect to that entity.

* Enforces separation of duty with respect to certified and allowed
relations
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Comparison With Requirements

1. Users can’t certify TPs, so CR5 and ER4 enforce this

2. Procedural, so model doesn’t directly cover it; but special process
corresponds to using TP

* No technical controls can prevent programmer from developing program on
production system; usual control is to delete software tools

3. TP does the installation, trusted personnel do certification
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Comparison With Requirements

4. CR4 provides logging; ER3 authenticates trusted personnel doing
installation; CR5, ER4 control installation procedure
 New program UDI before certification, CDI (and TP) after

5. Log is CDI, so appropriate TP can provide managers, auditors access
e Access to state handled similarly
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Comparison to Biba

* Biba
* No notion of certification rules; trusted subjects ensure actions obey rules
* Untrusted data examined before being made trusted

e Clark-Wilson

* Explicit requirements that actions must meet

* Trusted entity must certify method to upgrade untrusted data (and not certify
the data itself)
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UNIX Implementation

e Considered “allowed” relation
(user, TP, { CDI set })

* Each TP is owned by a different user

* These “users” are actually locked accounts, so no real users can log into them;
but this provides each TP a unique UID for controlling access rights

* TP is setuid to that user
* Each TP’s group contains set of users authorized to execute TP
* Each TP is executable by group, not by world
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CDIl Arrangement

* CDIs owned by root or some other unique user
* Again, no logins to that user’s account allowed

* CDI’s group contains users of TPs allowed to manipulate CDI
* Now each TP can manipulate CDIs for single user
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Examples

* Access to CDI constrained by user
* In “allowed” triple, TP can be any TP
e Put CDIs in a group containing all users authorized to modify CDI

* Access to CDI constrained by TP
* In “allowed” triple, user can be any user
e CDIs allow access to the owner, the user owning the TP
* Make the TP world executable
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Problems

e 2 different users cannot use same copy of TP to access 2 different
CDls

* Need 2 separate copies of TP (one for each user and CDI set)

* TPs are setuid programs
* As these change privileges, want to minimize their number

e root can assume identity of users owning TPs, and so cannot be
separated from certifiers

* No way to overcome this without changing nature of root
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Originator Controlled Access Control

* Problem: organization creating document wants to control its

dissemination
* Example: Secretary of Agriculture writes a memo for distribution to her
immediate subordinates, and she must give permission for it to be

disseminated further. This is “originator controlled” (here, the “originator” is a
person).
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Reguirements

e Subject s € S marks object o € O as ORCON on behalf of organization
X. X allows o to be disclosed to subjects acting on behalf of
organization Y with the following restrictions:

1. o cannot be released to subjects acting on behalf of other organizations
without X’s permission; and

2. Any copies of o must have the same restrictions placed on it.
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DAC Fails

* Owner can set any desired permissions
* This makes 2 unenforceable
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MAC Fails

* First problem: category explosion

e Category C contains o, X, Y, and nothing else. If a subject y € Y wants to read
0, x € X makes a copy o0”. Note o "has category C. If y wantsto givez € Za
copy, z must be in Y—by definition, it’s not. If x wants to let w € W see the
document, need a new category C’containing o, X, W.

* Second problem: abstraction

* MAC classification, categories centrally controlled, and access controlled by a
centralized policy

* ORCON controlled locally
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Combine Them

* The owner of an object cannot change the access controls of the
object.

* When an object is copied, the access control restrictions of that
source are copied and bound to the target of the copy.
* These are MAC (owner can’t control them)

* The creator (originator) can alter the access control restrictions on a
per-subject and per-object basis.
* This is DAC (owner can control it)
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Digital Rights Management (DRM)

* The persistent control of digital content

e Several elements:
e Content: information being protected
* License: token describing the uses allowed for the content

* Grant: part of a license giving specific authorizations to one or more entities,
and (possibly) conditions constraining the use of the grant

* |ssuer: entity issuing the license

* Principal: identification of an entity, used in a license to identify to whom the
license applies

 Device: mechanism used to view the content
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Example: Movie Distribution by Downloading

 Content: movie itself

* License: token binding payying the movie to the specific downloaded
copy

* Grant: movie can be played on some specific set of equipment
provided the equipment is located in a geographical area

e |ssuer: movie studio
* Principal: user who downloaded the movie

* Device: set of equipment used to play the movie; it manages the
licenses, principle, and any copies of the movie
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Relationships

Elements related, and the relationship must satisfy all of:

1. The system must implement controls on the use of the content,
constraining what users can do with the content

* Encrypting the content and providing keys to authorized viewers fails this, as
the users can distribute the keys indiscriminently

2. The rules that constrain the users of the content must be associated
with the content, not the users

3. The controls and rules must persist throughout the life of the
content, regardless of how it is distributed and to whom it is
distributed
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Conditions

e Stated using a rights expression language

* Example: Microsoft’s ReadyPlay uses a language supporting temporal
constraints such as
* Allowing the content to be viewed over a specific period of time
* Allowing a validity period for the license
* Allowing constraints on copying, transferring, converting the content
* Allowing geographical constraints

* Allowing availability constraints (for example, content can’t be played when
being broadcast)
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Example: Microsoft PlayReady DRM

Setup
* Content is enciphered using AES

* Key made available to a license server, encrypted content to a
distribution server

Play
* Client downloads content, requests license

* License server authenticates client; on success, constructs license and
sends it

* Client checks the constraints and, if playback allowed, uses the key in
the license to decipher content
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Example: Apple’s FairPlay DRM

Set up system to play using iTunes
* iTunes generates globally unique number, sends it to Apple’s servers

 Servers add it to list of systems authorized to play music for that user
* At most 5 systems at a time can be authorized

Obtain content using iTunes
* Content enciphers by AES with a master key
* Master key locked with a randomly generated user key from iTunes

* iTunes sends user key to Apple server; stored there and in iTunes,
encrypted
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Example: Apple’s FairPlay DRM

Play content using iTunes

* iTunes decrypts user key

* iTunes uses user key to decrypt master key

* iTunes uses master key to decrypt content

* Note it need not contact Apple servers for authorization

Authorize new system
* Apple server sends that system all user keys stored on server
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Example: Apple’s FairPlay DRM

Deauthorize system
e System deletes all locally stored user keys

* Notifies Apple servers to delete globally uniqgue number from list of
authorized computers

Copying content to another system
e Cannot be decrypted without user key, which is not copied
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