Lecture 20, May 15, 2026



Rootkits

* Trojan horse corrupting system to carry out covert actionwithout
detection

 Earliest ones installed back doors so attackers could enter systems,
then corrupted system programs to hide entry and actions
* Program to list directory contents altered to not include certain files
* Network status program altered to hide connections from specific hosts
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Example: Linux Rootkit 1V

e Replaced system programs that might reveal its presence

* s, find, du for file system; ps, top, Isof, killall for processes; crontab to hide
rootkit jobs

* Jogin and others to allow attacker to log in, acquire superuser privileges (and
it suppressed any logging)

* netstat, ifconfig to hide presence of attacker
* tcpd, syslogd to inhibit logging

* Added back doors so attackers could log in unnoticed
* Also added network sniffers to gather user names, passwords
e Similar rootkits existed for other systems
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Defenses

e Use non-standard programs to obtain the same information that
standard ones should; then compare

* /s lists contents of directory

* dirdump, a program to read directory entries, was non-standard
* Compare output to that if Is; if they differ, Is probably compromised

* Look for specific strings in executables

* Programs to do this analysis usually not rigged, but easy enough to write your
own

* Look for changes using cryptographically strong checksums

* These worked because they bypassed system programs, using system
calls directly
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Next Step: Alter the Kernel

* Rootkits then altered system calls using kernel-loadable modules
* Thereby eliminating the effectiveness of the earlier defenses

* Example: Knark modifies entries in system call table to involve versions in
new kernel-loadable module; these hide presence of Knark
* Defense: compare system call table in kernel with copy stored at boot time

* Example: SucKIT changes variable in kernel that points to system call table
so it points to a modified table, defeating the Knark defense

* Example: adore-ng modifies virtual file system layer to hide files with
rootkit’s UID or GID; manipulates /proc and other pseudofiles to control

what process monitoring programs report
* Takes advantage of the ability to access OS entities like processes through file system
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Oops ...

* Sony BMG developed rootkit to implement DRM on a music CDs

* Only worked on Windows systems; users had to install a proprietary program
to play the music

* Also installed software that altered functions in Windows OS to prevent
playing music using other programs

* This software concealed itself by altering kernel not to list any files or folders
beginning with “SsysS” and storing its software in such a folder

* On boot, software contacted Sony to get advertisements to display when
music was played

* Once made public, attackers created Trojan horses with names beginning with
“SsysS (like “SsysSdrv.exe”)

* Result: lawsuits, flood of bad publicity, and recall of all such CDs
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Replicating Trojan Horse

* Trojan horse that makes copies of itself
* Also called propagating Trojan horse
* Early version of animal game used this to delete copies of itself

 Hard to detect

e 1976: Karger and Schell suggested modifying compiler to include Trojan horse
that copied itself into specific programs including later version of the compiler

e 1980s: Thompson implements this
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Thompson’s Compiler

* Modify the compiler so that when it compiles login, login accepts the
user's correct password or a fixed password (the same one for all
users)

* Then modify the compiler again, so when it compiles a new version of
the compiler, the extra code to do the first step is automatically
inserted

* Recompile the compiler

* Delete the source containing the modification and put the
undoctored source back
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The login Program

user password

|

login source —»[ correct compiler ]—> login executable

}

logged in

user password or
magic password

|

login source —>[doctored compiler ]—> login executable

}

logged in
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The Compiler

login source

|

compiler source —»[ correct compiler ]—> compiler executable

correct login executable

login source

|

compiler source —>[doctored compiler ]—> compiler executable

}

rigged login executable
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Comments

* Great pains taken to ensure second version of compiler never
released

* Finally deleted when a new compiler executable from a different system
overwrote the doctored compiler

* The point: no amount of source-level verification or scrutiny will
protect you from using untrusted code
e Also: having source code helps, but does not ensure you’re safe
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Computer Virus

* Program that inserts itself into one or more files and performs some
action
 Insertion phase is inserting itself into file
e Execution phase is performing some (possibly null) action

* Insertion phase must be present
* Need not always be executed
* Lehigh virus inserted itself into boot file only if boot file not infected
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Pseudocode

beginvirus:
if spread-condition then begin
for some set of target files do begin
if target is not infected then begin
determine where to place virus instructions
copy instructions from beginvirus to endvirus
into target
alter target to execute added instructions
end;
end;
end;
perform some action(s)
goto beginning of infected program

endvirus:
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Trojan Horse Or Not?

* Yes

e Overt action = infected program’s actions
e Covert action = virus’ actions (infect, execute)

* No
e Overt purpose = virus’ actions (infect, execute)
* Covert purpose = none

* Semantic, philosophical differences
e Defenses against Trojan horse also inhibit computer viruses

May 15, 2026 ECS 153A, Spring Quarter 2026

14



History

* Programmers for Apple Il wrote some
* Not called viruses; very experimental

* Fred Cohen

* Graduate student who described them
e Teacher (Adleman, of RSA fame) named it “computer virus”
* Tested idea on UNIX systems and UNIVAC 1108 system
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Cohen’s Experiments

* UNIX systems: goal was to get superuser privileges
* Max time 60m, min time 5m, average 30m
* Virus small, so no degrading of response time
* Virus tagged, so it could be removed quickly

 UNIVAC 1108 system: goal was to spread
* Implemented simple security property of Bell-LaPadula
* As writing not inhibited (no *-property enforcement), viruses spread easily
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First Reports of Viruses in the Wild

* Brain (Pakistani) virus (1986)
* Written for IBM PCs
 Alters boot sectors of floppies, spreads to other floppies

 MacMag Peace virus (1987)
* Written for Macintosh
* Prints “universal message of peace” on March 2, 1988 and deletes itself
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More Reports

e Duff’s experiments (1987)
* Small virus placed on UNIX system, spread to 46 systems in 8 days
* Wrote a Bourne shell script virus

* Highland’s Lotus 1-2-3 virus (1989)

* Stored as a set of commands in a spreadsheet and loaded when spreadsheet
opened

* Changed a value in a specific row, column and spread to other files
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Infection Vectors

* Boot sector infectors
* Executable infectors
e Data infectors

* These are not mutually exclusive; some viruses do two or three of
these

May 15, 2026 ECS 153A, Spring Quarter 2026

19



Boot Sector Infectors

e A virus that inserts itself into the boot sector of a disk
e Section of disk containing code

* Executed when system first “sees” the disk
* Including at boot time ...

* Example: Brain virus
* Moves disk interrupt vector from 13H to 6DH
e Sets new interrupt vector to invoke Brain virus

* When new floppy seen, check for 1234H at location 4

 If not there, copies itself onto disk after saving original boot block; if no free space,
doesn’t infect but if any free space, it infects, possibly overwriting used disk space

 If there, jumps to vector at 6DH
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Executable Infectors

/First program instruction to be executed

Executable instructions and data

0 100 1000
Jump to the beginning of the virus \

7

Header Executable instructions and data

\Return to the beginning of the program

* A virus that infects executable programs
* Can infect either .EXE or .COM on PCs

* May append itself (as shown) or put itself anywhere, fixing up binary so it is

executed at some point
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Executable Infectors (con’t)

* Jerusalem (Israeli) virus

* Checks if system infected
* If not, set up to respond to requests to execute files

 Checks date

* If not 1987 or Friday 13th, set up to respond to clock interrupts and then run program
* Otherwise, set destructive flag; will delete, not infect, files

* Then: check all calls asking files to be executed
* Do nothing for COMMAND.COM
* Otherwise, infect or delete

* Error: doesn’t set signature when .EXE executes
* So .EXE files continually reinfected
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Macro Viruses

* A virus composed of a sequence of instructions that are interpreted
rather than executed directly

* Can infect either executables (Duff’s shell virus) or data files
(Highland’s Lotus 1-2-3 spreadsheet virus)

* Independent of machine architecture
e But their effects may be machine dependent
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Example

* Melissa
* Infected Microsoft Word 97 and Word 98 documents
* Windows and Macintosh systems
* Invoked when program opens infected file

* Installs itself as “open” macro and copies itself into Normal template
* This way, infects any files that are opened in future

* Invokes mail program, sends itself to everyone in user’s address book

* Used a mail program that most Macintosh users didn’t use, so this was rare for
Macintosh users
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Multipartite Viruses

e A virus that can infect either boot sectors or executables

e Typically, two parts
* One part boot sector infector
e Other part executable infector
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Concealment

* Terminate and stay resident (TSR)
e Stealth

* Encryption

* Polymorphism

* Metamorphism
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TSR Viruses

* A virus that stays active in memory after the application (or
bootstrapping, or disk mounting) is completed
* Non-TSR viruses only execute when host application executes

* Examples: Brain, Jerusalem viruses
e Stay in memory after program or disk mount is completed
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Stealth Viruses

e A virus that conceals infection of files

* Example: IDF (also called Stealth or 4096) virus modifies DOS service
interrupt handler as follows:
* Request for file length: return length of uninfected file
* Request to open file: temporarily disinfect file, and reinfect on closing
* Request to load file for execution: load infected file
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